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ABSTRACT

In this paper, we proposed an advanced authentication structure for reducing the certificate acquisition time which is one of the
Jactors that should be improved in a conventional wireless PKI. A conventional key exchange method simply performs the key
exchange setup step based on discrete algebraic subjects. But the mutual-authentication procedure of wireless PKI for reducing
authentication time uses an elliptical curve for a key exchange setup step.

We simulated and compared the authentication structure proposed by Sufatrio, K. Lam[4] and proposed authentication
structure in terms of the authentication time. Simulation results show that the proposed method reduces the authentication time

compared to the conventional wireless PKI authentication method.
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1. INTRODUCTION

(A PKI(Public Key Infrastructure) based on authentication,
which is adopting public key encryption method to acquire
reliability and security of information transportation, is
commonly used in many fields. In the PKI, for identifying the
users' personal information and public key, all users must have
a certification issued from CA(Certificate Authority) which is
the disinterested party. However, due to frequent certification
issuance, complicated problems may occur such as traffic
increase, cost and time wastage, key management and so on.
Therefore, in the communication among users, the disinterested
third party is needed to maintain a secure and independent user
certification and a key distribution without contact to the third
party[1]. Conventional wireless PKI protocols still have
technical and implemental problems such as routing
optimization, Ingress filtering, wireless management of
wireless nodes, and data transfer method. But, most of all, one
of the problems that should be solved first is the mutual-
authentication problem. The mutual-authentication might be
solved in all communication systems. Surely, in wireless PKI,
for providing electronic commerce, data communication, e-
mail and so on, the mutual- authentication problem must be
solved. Especially, much researches, that is strongly related
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with the co-existence of wireless PKI and various
authentication structures used on the Internet, have been
continuously done. Besides, for increasing a security of
wireless PKI, the mutual- authentication for data protection and
strict authentication procedure is needed. In wireless PKI, an
authentication protocol suitable for the wireless environment
should be constructed since it uses wireless environment for
supporting the mobility of hosts. Chapter Il shows the
disadvantage of the current wireless PKI authentication based
on private key which cannot be expanded. Also, it cannot
provide non-repudiation, one of the important parts of e-
commerce. Therefore, this chapter shows the authentication
method based on public key proposed by Sufatrio and K.
Lam[4] to solve this problem. Chapter III describes proposed
wireless PKI authentication structure, and in chapter IV
contains the simulation results between conventional algorithm
and proposed algorithm related on certificate acquisition time
according to traffic density and authentication path. Chapter V
explains the conclusion and further studies.

2. RELATED WORKS

Current wireless PKI authentication based on private key has
the main disadvantage that it cannot be expanded. Also, it
cannot provide non-repudiation, one of the important parts of e-
commerce. Therefore, to solve this problem, Sufatrio and K.
Lam[4] proposed the authentication method based on public
key. Table 1 shows the basic terminology to describe the
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authentication structure based on public key of Sufatrio, K.
Lam.

Table 1. Terminology

CA Authentication Authority
K igenn Ksem;,., KcalPublic key of CA, Agent, Server
K agens IK server Private key of CA, Agent, Serve
K ca
Certogam, Certificate of Agent and Server
Cer Lserver
<«<M>> K1, Digital Signature of Message M using private
key of A
Nagenr nonce issued by Agent
Nerver, Nagen: nonce of Server, Agent and MN
Nyw
MNyy Home address of MN
MNcoq Care-Of-Address of MN
Server;p, Agent;IP address of Server and Agent
SMN-server Private key of MN and Server
Advertisement (Bit pattern of ad. message

Fig. 1 shows the conventional public key based algorithm.
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Fig. 1. Flow chart of conventional algorithm

3. WIRELESS PKI DESIGN FOR REDUCING
AUTHENTICATION TIME

In this chapter, we propose a wireless PKI based
authentication structure for reducing the authentication time to
implement mutual- authentication. The proposed wireless PKI
authentication structure consisted of a CA, servers, agents, and
mobile nodes. The agents perform as a CA after acquiring the
needed information from a CA. Especially, in wireless PKI
authentication structure for reducing authentication time, the
mutual-authentication performs on a SRP(Secure Remote
Password) protocol[2]. The SRP protocol is based on the
Diffie-Hellman key exchange method. It is constructed by
discrete algebraic subjects in a key exchange setup step
between server and agent, and the mutual-authentication
between server and agent is constructed by hash function.
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In a conventional key exchange method, the key exchange
setup step performs on discrete algebraic subjects. But in
mutual-authentication procedure of wireless PKI for reducing
authentication time, an elliptical curve for key exchange setup
step is used. The mutual- authentication consists of a setup step
and an execution step.

3.1 Certificate request method

We assume that the relationship between server and CA in a
sub-network is always reliable. A request procedure for
certificate of mobile node is as follows.

MN = Agent = Server = CA
An issuance procedure of certificate of CA is as follows.
CA = Server = Agent = MN

If CA performs a response, the certificate information among
the information of mobile nodes which is stored in CA is
transferred to the mobile node via servers and agents, At this
time, agents and servers keep a certificate issued by the higher
organization. If a mobile node re-requests the certificate which
is under the validity, the certificate will not be transferred to
CA and the agent issues a copy of certificate. A server or an
agent can performs as a CA during the valid period of an issued
certificate.

3.2 Mutual-authentication procedure

The Mutual authentication procedure performs on SRP[2]
Protocol. The SRP protocol is based on the Diffie-Hellman key
exchange method. It is constructed by the discrete algebraic
subjects in key exchange setup step between server and agent,
and mutual-authentication between a server and an agent is
constructed by a hash function. The conventional key exchange
method performs a key exchange setup step based on discrete
algebraic subjects. But our mutual- authentication procedure of
wireless PKI for reducing certificate acquisition time uses an
elliptical curve for key exchange setup step. The mutual-
authentication consists of a setup step and an execution step as
Fig. 2 and Fig. 3.
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Fig. 2. Setup step between client and server
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Fig. 3. Execution step between client and server
3.3 Process of certificate renewal using OCSP

OCSP(Online Certificate Status Protocol), a method of
verifying certificate status, which was proposed to solve the
problem that CRL-based certificate verification method cannot
solve as a realtime verification of certificate status, was
announced by document IETF RFC2560 in July 1999[3].

In the OCSP-based certificate verification method, an OCSP
client verifies the current state of a certificate without
requesting CRL, so the realtime certificate status verification is
possible but it causes overload on the network by generating
heavy traffics and the length of time taken for verification is
different depending on the network condition.

In the OCSP-based certificate status verification method, a
client requests a certificate verification from the URL where
the certificate is stored and receives the result. A certificate
received by the client is sent to the OCSP server to determine if
the certificate is accurate or not. Then the OCSP server
performs the verification of the corresponding certificate and
informs the client of the accuracy of the certificate.

In the process of certificate renewal, after a mobile node
issues a certificate from CA, it requests an electronic signature
from the OCSP client in a predefined form. Then the OCSP
client requests the OCSP server to look up the certificate status
information and to perform an electronic signature, and the
OCSP server delivers the result of the performance to the
OCSP client. In this way, the realtime certificate verification is
performed.

4. EXPERIMENT ON THE PROPOSED WIRELESS PKI
AND THE RESULTS

4.1 Certificate Acquisition according to Authentication Path

In order to evaluate the performance of the mobile PKI
structure, which was proposed to reduce the verification time,
this study carried out an experiment and compared the
proposed structure with the existing Sufatrio, K. Lam[4]
verification structure. For the experiment on certificate

acquisition time according to the length of the Authentication
path, parameters were defined as in Table 2.

Table 2. Definition of used parameters

—
Symbol Definition Value
BW,, |Bandwidth of wired link 1Gbps
BW,, |Bandwidth of wireless link 1Mbps
L, (Delay of wired link 0.5ms
L,; |Delay of wireless link 7ms
Siwa |Max. size of data packet 1024byte
Sy |Size of registration request packet 50byte

Tucq |Time for acquiring wireless channel for MN | 20ms

Packet transfer time between nodes on the

3ms
Internet

Registration packet processing time of]

3ms
rotocol

Tpm/

T, |Registration generation time of current agent | Sms

T, |Packet tunneling time of protocol 7ms

Average packet authentication time durin,

T.
¥4 hand-over

g] 400ms

Packet transmission time between two nodes on the Internet is
assumed to be uniformly 3ms in case the server is placed on the
next node.

In the experiment environment as shown in Fig. 4, P(X,),
P(X;) and P(X;) indicate respectively the probability that the
mobile node is located in the agent, the probability that the
mobile node moves from the agent to another agent, and the
probability that the mobile node moves from the server to
another server.

Server 2

Agent Agent 2 Agent 3

-

lil Flx Iil Flx,

&5 &5 >
MA MA M

Fig. 4. Movement of mobile node

In the X509-based verification system which has a
hierarchical certificate verification structure, if the certification
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path is very long, the delay of certification path verification has
a very important meaning.

In fig. 5, T, shows the time for an agent to wait for acquiring a
certificate through a mobile channel.
The total length of time consumed to acquire a certificate is the
sum of the time consumed in the mobile section including the
processing time inside the mobile node and the time consumed
the time in the wired section on upper layers including the gent.
The in the mobile section is composed of the time for mobile
channel acquisition by the mobile node (T,,) the time for the

MN Agent
Tace # A
Treg #
A
Sreg/BWwi T
Y
A Registration Packet
Lwi
Y Y

Fig. 5. Waiting time for certificate acquisition

registration packet generation by the mobile node (7). the
time for transmitting the registration time (S,/B,;) and the
delay in mobile link (L,,).

Based on these elements, let the time for an agent to wait for
acquiring a certificate through a mobile channel be T;, which
can then be expressed as follows.

TI = Tacq+ (Sreg/BWw9+Lw[+ Tveg (3’1)

Waiting time for packet transmission in the mobile section
is as follows.

T2= (Sdam/B%)+Lwl (3-2)

Waiting time for packet processing in order to acquire a
certificate between agents interconnected through a wire is as
follows.

Ty = ((Spe/BW,)+L,)

x yuumber of nodes+ Ty, (3-3)

Packet transmission time between agents interconnected
through a wire is as follows (time for tunneling).

T, = ({Sguu/BW)+L,)

x member of nodes + Ty, (3-4)

where, the time for ACK of the packet to acquire a certificate
is not considered. Certificate acquisition time is as follows. T,
1s the certificate acquisition time under the existing structure
and T,,, is the certificate acquisition time under the proposed
structure.
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Tow = (P(X)*{ T+ Tym+2D))

+(P (X)x( T, + T;1+4D))

+ (P (X, (T +2xTym
+4D+ kxDx T 1)) (5-5)
T qew = (P{Xx{(T\+ Tys+ D))
+(PX)<(T(+ Tym+2D))
+(P (X )(T,+ Tym+2D
(3-6)

+kxDxT 1))

where, 0< P(X,) < 1,i=0, 1,2 and 57~ !, In addition,
P(Xp) =2 P(X;) 2 P(X5) and 0.3 P(Xp)< 1.0.  P(Xy), P(X;) and
P(X;) indicate respectively the probability that the mobile node
is located in the agent, the probability that the mobile node
moves from the agent to another agent, and the probability that
the mobile node moves from the server to another server. D
means the average waiting time for a certification on hand-over
in each node. k is the number of nodes between sub-networks,
and its value is between 1< £ <10.

Fig. 6 shows the result of comparing the certificate acquisition
time between the existing structure and the proposed structure
depending on the number of nodes, assuming that the
probability that the mobile node is located in Agent 2 is
P(Xy)=0.5, the probability that the mobile node is located in
Agent 1 is P(X;)=0.3 and the probability that the mobile node is
located in another server is P(X;)=0.2.
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Fig. 6. Certificate acquisition time

Fig. 7 shows the result of comparing certificate acquisition
time according to the number of nodes between the existing
structure and the proposed structure when the probability that
the mobile node is located in Agent 2 is P(Xy)=0.8, the
probability that the mobile node is located in Agent I is
P(X;)=0.1 and the probability that the mobile node is located in
another server is P(X,)=0.1.
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Fig. 7. Certificate acquisition time

Fig. 8 shows the result of comparing certificate acquisition
time according to the number of nodes between the existing
structure and the proposed structure when the probability that
the mobile node is located in Agent 2 is P(X,)=1.0, the
probability that the mobile node is located in Agent 1 is
P(X)=0.0 and the probability that the mobile node is located in
another server is P(X;)=0.0.
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Fig. 8. Certificate acquisition time

4.2. Certificate Acquisition according to Traffic Density

For simulation, TAIL method that is used in [5] was used for
performance analysis of certificate acquisition according to
traffic density.

Besides, buffer management method for acquiring certificate
acquisition time according to traffic  density is
assumed FIFO(First-In-First-Out).

The notations and definitions for analyzing are as follows.

- A : Packet arrival rate of queue(Poisson distribution)
- u: Service rate of output packet

(Exponential distribution)
- traffic density p to the system

p=A/p

In the mobile environment using (PKI), CLR is increased
according to the increment of mobile node users, and that
means increment of certificate acquisition time. Therefore,
CRL retrieval in certificate process at handover of MN
consumed much time, this cannot provide the effective mobile
service. However, the CRL retrieval processing time in

certificate process of MN is the key for providing effective
service.

Fig. 9 shows the certificate acquisition time according to the
traffic density p of conventional algorithm and proposed
algorithm at buffer size=10.

Certilicate Wating
Time (Sec)

~—&@—proposed
| —&—conventional |7

s

0.1 0.2 0.3 0.4 0.5 0.6 0.7 08 09 1.0
o Traffic Density

Fig. 9. Certificate wating time according to the traffic density p

From the graph of the conventional algorithm in Fig. 9,
certificate acquisition time is increased according to the
increment of traffic density. In contrast to this, the case that
using the proposed method, certificate acquisition time differs
from conventional algorithm in the intervals of traffic density =
0.5 or higher.

5. CONCLUSION

In order to evaluate the performance of the wireless PKI
certification structure which we proposed in this study, we
simulated the proposed structure and the existing Sufatrio, K.
Lam certification structure and compared both structures in
terms of the certificate acquisition time depending on the length
of certification path. The result of the simulation showed that
the proposed wireless PKI structure is superior to the existing
certification structure in the certificate acquisition time. For the
efficient mobile Internet service diminishing the time for a
mobile node to look up the certificate which is used in the
wireless PKI certification structure, it is necessary in the future
to research the certification structure supporting a wireless
hand-over.

* This research was sponsored by IITA
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