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Abstract With the rapid development of the information society, the use of digital devices has increased
dramatically and the importance of technology for analyzing them has increased. Digital evidence is stored in
many places such as Prefetch, Recent, Registry, and Event Log even if the user has deleted it. Therefore, there
is a disadvantage that the forensic analyst can not grasp the files used by the user at the beginning. Therefore,
in this paper, we propose a method that the RemoveList folder exists so that the user can grasp the information
of the deleted file first, and the information about the deleted file is automatically saved by using AES in
RemoveList. Through this, it can be expected that the analyst can alleviate the difficulty of initially grasping
the user's PC.

Key Words : Digital Forensics, Digital Evidence, Trace of using digital file
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