St AE Q1B SISS=2X| Vol. 6, No. 2, pp. 93-100, 2020 https://doi.org/10.20465/KI0TS.2020.6.2.093

JEX HAEES AME¢St loT = CIHIO|A AtO[Q]
M7 7 L=ES

MM
SRfsn YRELESSI d4

Session Key Agreement Protocol for IoT Home Devices using
Shadow Passwords

Seok Won Jung'

Professor, Department of Information Security Engineering, Mokpo National University

112.4,

H mZi r[_c; o
(o]

o R4 AZo] 7hsT & HutolA9] FUIR ohkel & AulArk R glout Q17 gl 9F

4 o] ISk Sltt. o] tjHto| A9 QIF FAjel A HlojE]9] BEvt gl F
th 2 =RolAe AUEES ARgsto] djuto]Ad) vjY JHE QFHSH vlmeol Aot Elﬂ}ol/\/l
SPict. Ao tutol A Q17IE F3 1Y HAEE tulo]ao] Aol tutola wAE9] A
&S =t E3L Lamportd] 938 HAE 7HOR AWEETL tulo]AE 45150kl SRP Z&
o5t} HAYES Esto] tHto]l A Alo]9] 7S Rt WS ARteith £ =FoA] Ajtels X2 E
=4, AdS, 9 34 5ol sttt

r |o
L

:

e 2 ol

flo mo ro

i

FHO : AR, & UEAD, HAYE A3, o]

[
)
ol)l
)
2
N
%

Abstract Although various home services are developed as increasing the number of home devices with
wire and wireless connection, privacy infringement and private information leakage are occurred by
unauthorized remote connection. It is almost caused by without of device authentication and protection
of transmission data. In this paper, the devices' secret value are stored in a safe memory of a
smartphone. A smartphone processes device authentication. In order to prevent leakage of a device's
password, a shadow password multiplied a password by the private key is stored in a device. It is
proposed mutual authentication between a smartphone and a device, and session key agreement for
devices using recovered passwords on SRP. The proposed protocol is resistant to eavesdropping, a reply

attack, impersonation attack.
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(Table 1) Definition of System parameters

Parameter Description
q a large prime number
a prime number, N=2¢+1
g a generator of Z;
H() a hash function such as SHA-3
k a multiplier, k= H(N, g) or k=3
S a user's salt
7 the username
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Parameter Description
q a large prime number
N a prime number, V=2q+1
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