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Abstract The cloud computing industry is regarded as a key element of the ICT industry and an
important industry that will be a watershed for the future development of ICT industry. Korea has
established the 1st~2nd cloud computing development basic plan to induce the growth of the cloud
industry. However, the domestic information security guide provides technical vulnerability analysis
criteria for Unix and Windows servers, DBMS, network equipment, and security equipment, but fails to
provide vulnerability analysis criteria for hypervisors that are key elements of cloud computing.
Organizations that have deployed cloud systems will be able to assist in vulnerability analysis using the

criteria presented in this paper.

Key Words : Cloud, Hypervisor, ESXi

1. N2 g Alxgo] medo] 23 Sbslx glck.
T /1YSS ARSI Hop 1A -

IDC = 4HAle] Eaa 37 ACkoR dlste] 7] WY /1S Tgslo] uuct PEejolole] thest
o] Saeol AROAE AZAS HeA WA 2 slovl 191 AU U B SRS 2a
7k Ak, olo] stolsfutol 1% o|§F FUheE AR ARFAVNAE HoP BA - B 712 B8]

*WAMXX} : AME(kimsj@hansei.ac.kr)
T4 20204 78 209 WY 20204 8% 27%  AAIIEY 202041 0¥ 14Y



32 SrAEQIEHIStE =2 X M6# M3Z, 2020

AEHE FEolAA o] H-gstar Qich

SFA|qt o] 71£E2 Unix ¥ Linux A%, Windows
AH, DBMS® 22 A0S AlA" FHokd g 7|&
T2 AL glow, St HFPY 4 a4l
stojmjuto] Aol gk HoFd et 71&2 A|AlskaL A
okl ok mebA 2 =Rl A Af-80] =2
H, A5 MY Bgs Algste] @A /-85 At
S5 = VMware ESXi9] HoFd A& 7152 =&
StaA} g

2.

i

o7

2.1 S2ARE #EY

SEe-E FAFEolH JABUE ol&sto] 7HIskE 4
1 7]%(Information Technology) AFE Q1A oft
Ay Bagh vk &8 £ QIEE ok HFE WAl
ot 7MdskE 1T AA(CPU, Network, 2E&A] 5)&
43zt gk Adfsl a1, A9 o8& whebA AA|
7t S BAohH, o83t wEe] vl AEH=
AHIAE SEE IARY AE|AZAL ST

S HHEE AL ICT 49 a4 3424
vl ICT 4ty Ex9] BE47o] 2 Fa3 AlQlEor=

Z9C HFYL (Table DI o] St HF
g AHA {30 e 88 ATEo]E AHIAR A
55l= SaaS(Software as a Service), ZZE o] 7t
3y ZHE AHIAE ATSHE PaaS(Platform as a
Service), 1T <l=&t
(Infrastructure as a Service)® £53F 4 loH, &
@ Feol wet 7|3 YRHO R JL55fo] o]8ss XL
gfol8l(Private) ETHY-E, R AR AB|AS SE-
Sk= HEE(Pulic) E2H9-E, ZefolHly} HEYE %3
gF Slo] B E(Hybrid) SHE2 £53 4 A2l

Hulzg AFSRe

(Table 1> Cloud computing types by Category

Classification Main Content
SasS A service that provides software
to users
Services that provide users with
. PaaS the platform they need to
Service Type develop software

Services that provide users with
laaS only hardware resources such as
CPU, memory, and storage

A type of providing services only
Private to insider_s by _establishing a
Cloud cloud service environment in the
internal infrastructure of
companies and institutions
Operational Public A type of providing services for
Type Cloud unspecified individuals
A combination of public and
. private cloud, providing services
%\{:Jg by setting private policies for
some data and services that do
not want to be shared.
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[Fig. 11 Worldwide Public Cloud Service Revenue
Forecast (Billions of U.S. Dollars)
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(Table 2) Major Information and Communication
Infrastructure Targets and Items

Classification H M L Sum
Unix 43 18 12 73
Windows 45 34 3 82
Security Equipment 16 9 1 26
Network Equipment 14 21 3 38
Control System 16 6 0 22
PC 14 5 1 20

DBMS 1 8 5 24
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(Table 3) E-financial Infrastructure Targets and Items

Classification Number of Checklist
Server 159
Database 31
Network Equipment 55
Security Equipment 1
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(Table 4) Main Information and Communication
Infrastructure Diagnosis Areas's Ratio

Classification Number Ratio
Account Management 15 21%
File&Directory Management 20 27%
Service Management 35 48%
Patch Management 1 1%
Log Management 2 3%
Sum 73 100%

Patch Log Management, 3%
Management, 1%

Account Management,
21%

Service Management,
48%
File & Directory

Management, 27%

[Fig. 4] Main Information and Communication Infrastructure
Diagnosis Areas's Ratio
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Shut Down/Restart

Renote management software is recommended to safely
shut doun or restart this host.

By default., running virtval machines umill be pouered
off, suspended, or shut doun according to the current
systen shutdoun policy.

If this host is part of an HA cluster. then HA will
not restart these ¥Ms unless they are forcefully
terninated.

[Fig. 71 VMware ESXi Reboot
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(Table 5) VMware ESXi Vulnerability Diagnosis items

Check List

1. Account Management

1.1 Set the administrator account as a non-root account

1.2 Set password complexity

1.3 The prohibit the reuse of passwords within five iterations

2. Access Control

2.1 Use a dedicated account other than root when connecting to
the Web Console

2.2 Set Account Locking Threshold

2.3 Restrict ssh connection to root account

2.4 Firewall default policy set to Drop

3. Securtiy Settings Management

3.1 Set the ESXi Shell idle timeout

3.2 Set the DCUI idle timeout

3.3 Set the Web Console idle timeout

3.4 Disabled of Managed Object Browser(MOB)
3.5 Set SNMP Community String Complexity

3.6 Set Virtual Switch to Deny Forged Transfer

3.7 Set to deny virtual switch MAC address changes

3.8 Set Virtual Switch Promiscuous Mode to Reject

3.9 Configure NTP time synchronization

4. Patch and Log Management

4.1 Setting Up a Remote Logging Server for an ESXi Host
4.2 Audit Record Settings

4.3 Enable kernel core dump

4.4 Persistent saving of locally stored logs
4.5 Limit VM Log File Size

4.6 Security patches and updates
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