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Abstract The IoT market continues to expand and grow, but the security threat to IoT devices is also
increasing. However, it is difficult to apply the security technology applied to the existing system to IoT
devices that have a problem of resource limitation. Therefore, in this paper, we present a service that
can improve the security of IoT devices by presenting authentication and lightweight cryptographic
algorithms that can reduce the overhead of applying security features, taking into account the nature
of resource limitations of IoT devices. We want to apply these service to home network IoT equipment
to provide security. The authentication and lightweight cryptographic algorithm application protocols
presented in this paper have secured the safety of the service through the use of LEA encryption
algorithms and secret key generation by users, IoT devices and server in the IoT environment. Although
there is no difference in speed from randomly generating secret keys in experiments, we verify that the
problem of resource limitation of IoT devices can be solved by additionally not applying logic for secret

key sharing to IoT devices.

Key Words : IoT, Lightweight encryption algorithm, Access control, Security.
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(Table 1) Feature comparison between Lite, Basic
and Standard Level(Lite, Basic, Standard
feature comparison)

Rating Contents Apply
Minimum action items to maintain .
. Suitable for
product security
e small
. certification: Users, products .
Lite A - . . firmware-base
Application of encryption algorithm d products
when storing important information, p
< . . such as sensors
Data in transit protection
Key measures required to improve Suitable for
the reported vulnerabilities of small and
hacking cases, etc. medium-sized
Basic certification @ Users, products products with
Application of encryption algorithm low
when storing important information, | specification
Data in transit protection oS
Suitable for
Comprehensive security measures medium to
Standard | items at the level of international large sized
requirements smart home
appliances
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(Table 2) A definition of Actions or Messages

No Name Description

1 CONNECT Request to connect

2 CONNECT_ACK Connect Acknowledgement
3 SUBSCRIBE Subscribe request

4 SUBSCRIBE_ACK Subscribe Acknowledgement
5 REQUEST_SER Request Connect Service
6 REQUEST_AUTH Request Authentication

7 REPLY_AUTH Reply Authentication

8 REPLY_SER Reply Connect Service
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{Table 3) ESP 8266 SPEC

Spec. Detail

Operation Voltage 3.3V

Tensilica L106 32bit running at 80

CPU MHz o 160MHz
Current Consumption 10uA - 170mA
RAM 32K+80K
Input 17 GPIO pins
Network support 802.11
Maximum concurrent TCP 5

connection
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