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The Blockchain based Undeniable Multi-Signature Scheme for
Protection of Multiple Authorship on Wisdom Contents

Sunghyun Yun

Professor, Division of Computer Engineering, BaekSeok University
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Abstract Wisdom Contents are created with experiences and ideas of multiple authors, and consumed
in Internet based Social Network Services that are not subjected to regional restrictions. Existing
copyright management systems are designed for the protection of professional authors’ rights, and
effective in domestic area. On the contrary, the blockchain protocol is subjected to the service and the
block is added by the consensus of participating nodes. If the data is stored to the blockchain, it cannot
be modified or deleted. In this paper, we propose the blockchain based undeniable multi-signature
scheme for the protection of multiple authorship on Wizdom Contents. The proposed scheme is
consisted of co-authors’ common public key generation, multi-signature generation and verification
protocols. In the undeniable signature scheme, the signature cannot be verified without help of the
signer. The proposed scheme is best suited to the contents purchase protocol. All co-authors cannot
deny the fairness of the automated profit distribution through the verification of multiple authorship

on Wizdom Contents.

Key Words : Blockchain, Copyright Protection, Multi-Signature, Joint Copyright, Smart Contract
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- WizContents : 35425t A|5lEdl=

- WizContract : A& 55, A5, A8 LEZ

TE AUEEAF [7, 14]

© Ao ¢ FARR}

- Ac = {Ao, A1, As, L, AL

- sk; <p, i=[0..n] : AQ] 7917

SEARA IF

- pk; Egs’cl mod p, i=[0..n] : A9 57171
-V AR
- vAddr : V9] EOA F4

714 2. WizContractd] w3 glo]Eof A== A
ez SEAdE 9 AXAF JH= vt Zo] 4
ottt

struct AuthorList = {

address co_authorl(l;
uint sig[l;
uint sharell;

struct WizContents = {
byte32 h_c;
uint R, Y;
uint multi_sig;
AuthorList author;
address next;

struct VerifyMultisig {
uint32 challenge;
uint32 response;
address next;

WizContents wizContents;
mapping (address =) VerifyMultisig) vMulSigl[l;
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- gen_response() : T&AZA] S A4
- verify_multisig() : TFAE A

- purchase_contents() : Z&l= Fuf 2 tjZ Fuf

- get_pubkey() :
- update_ pubkeyO
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vMulSig[vAddr].response = rp;
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