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Abstract As the number of people with chronic diseases increases due to an aging society, it is urgent
to prevent and manage their diseases. Although biometric authentication methods and Telemedicine
Systems have been introduced to solve these problems, it is difficult to solve the security problem of
medical information and personal authentication. Since smart healthcare includes personal medical
information of subjects, the security of personal information is the most important field. Therefore, in
this paper, we tried to propose a Telemedicine System using a smart wearable device ECG in the form
of a wristband and face personal authentication in a private blockchain environment. This system
targets various medical personnel and patients with chronic diseases in all regions, and uses a private
blockchain that can increase data integrity and transparency, ECG and face authentication that are
difficult to forge and alter and have high personal identification to provide a system with high security
and reliability. composed. Through this, it is intended to contribute to increasing the efficiency of
chronic disease management by focusing on disease prevention and health management for patients
with chronic diseases at home.

Key Words : Smart Healthcare, Private Blockchain, Biometric Authentication, Chronic Disease
Management, Telemedicine System
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1. M2

AT FEU} 43 A EEo] ZHstiA] JHEA
7% (Information and Communications Technology;
ICT)o] W& FopollA &&= glon FAAA e} IT
71€9] & BT YEAfu|A HopollAY] &84 ®
S F7IoHHA YA BAIAR 0] AFAdsta it 19
ok skl ods] W TAASGEA HY 1
2 5% A5t 87EHHEA A70S 98 Aol
o}, T4 A SHChronic Disease)= F23] S5t A
om, o] Q1% o g Ao AP o & et
ogH|9 F35 AT T 97t A} ESE kst Q]
L&Y YEAHAY o]H 9 HAYES 58 JEAA
Ao T2 SHY 2R AAA 0 AH|A9 g
7F 37 2 itk ey AR=E SAE T AAA
Al AA ] AH|A AFAES ] Hls] %2
vete] At vlelsitt, wEb ARtE FAA o
AHIAE S43H7]7] YeiA= omgBskE B3t 9
FEAM|A0 A Rt QERlat FAF 7k o= HH F
4 9iaE 59 FHH 84AE moela Q= 94
EA|AF o] HFH o= AIE Il AA|Eofol T T
“gol ArH1,2].

ojlfgt AWIE FAAE L3 AAYEA|AHL
Q] Q=g Ho] Byt 9 7t F83IHH3]. ol
ShA= 7919 A7 Ef it 9-¥x7F EVNssta
HOMIT AFAEE =Y & AUe 7Ieo] 83, ol&
At o 2= JIBARITH EEA 7]eol AUt
[4,5]. 53], AARIST HA F A4S AA=
(electrocardiogram; ECG)= AR HER] A&, T
o Zo] AU =& FOE AREAY AIA HE HE
E= &40 IR F9 Aokl mEE FAEE FE
g &= Sl W o R JHQl AEAdo] 125Hz001A 95%
des Holil Qe Wol AT AH, BAA
o] oA 483t 7hsAdol EoHe 7l EEA 5 =
gtoldl EZ49l(Private Blockchain)2 $UH A&
Ag2 g ARG 2N 715 9 Aot 27} uf
23, HoHd} Ao &2 54| Qo mEkA 2
=EoAe AFE dAA 0] ARAE Y5 mEtoldl
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2.1 ADIE @AA|0{(Smart HealthCare)
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2.2 {Z749|F(telemedicine)

AZAgT ogllEo] M FEA ARTHAS
Exog Ad, g, A9 o, a7+ ¢ B 9=
T WSS 9I5) ICT 7]&S AREste] YRAHIAE A
Tt AL LeItH12). ol YBEAH|IAL] A-F7HAS
S deo=2H 979 FIAAE wolA Hoh 17
U e40z Qle] AZelag s Agto] QoA o
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oA Fast AL ARgAL Q15 dlojgl9] 7jUA I B
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BARIZE A&, g2, T 2 89 59 §E42 7
o2 A HloleE BAs: 71&eR, - HRI o
A Bt HopollA & girHiel d=F JI5HH

2 o] Hig] 22 HYHE 7HA L glon Hebk
o] Holz| U0 R FEHR] Fajirtrt T Wit
7id|2te] Hystel GAAE 5 71eY YRR IAE
o] FoRA|HA EE&H L7 WolA L Q1 Hejdo] o
Al BZ=7] ARt 28 E 9] AAIS-E HoiA
= 7HEE g Gl 719 I EE At
Aoz Uehd 4= 3= B4 F&1 A4, ol o83t
=2 A5Y AF garEEe] Basith off WlEol
AFEo|gort 1 F 2T AE AEE 93t 5502
At LBP(Local Binary Pattern) WHo] it} ol=
AHH FAoIA d=2FGS NxN E502 e S 1
o[glHo| o] A 0] Qe A& ST A4 B2

Mo & N

oL

32 gk LBP7E 7RI Sl oleidt £ vigo.
LFHHEZ 0|83 Aol Qlet o] WS Y A
8710] 92 PAro R RE QI g BES A5}l

Mol 2EHE FIAPIAL HE A HES S

oM,
4o o
>
12
el
B=)
ru
rr
o
X
=y
S
i
i)
=
A
£
2]
3
o
Mo

ES
3t

2 AT A A EHHA FEEA Ao
% BCGE= 7 21¥AJo] 125Hz014 95% 452 Kol
X ARG A&, A ] FolA 483t 7hs
go] =oH6l. ECGE Aol HAst= A714 S5
Uehfi= A 4155 D3TH16]. R-peakdt 7159 &

A FE& T IT Al2" A7olA ECG Azl 7
4 P, QRS E3T 9 Toz Holfled, 1 F

PQRST#= S74%tt. 7|22 0= oF Alo]2<] Raw H
oleloll A 7P & kol REL, °IF 7o & B 1H4 A
olof] E0]2+= o] gkol QL °IF Fo] S¥to] Hrt. &
T2, YA FA] AEjofA] FRR(False Rejection
Rate)o] 4.14%= v]w2d 2 9E-E(False Positive
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Telemedicine Platform
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[Fig. 1] Telemedicine System
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[Fig. 2] Smart Wearable Band Device



= = o|= s =10|= 5 )
ADE AAAHOE ISt Z2t0[8l SEFQI MAQIS7|Hte| BHeAstHa| AASTAAH 37
‘ Medical Staff's ‘ ‘ Telemedicine Platform's ‘ Patient's ‘ Patient's
Device or PC Servers | DeviceorPC Smart Wearable band |
| L
Key1_pub R Key2_pub Generate
> enerate - Data_ECG
Registrati . - Facial data PQRST val
egistration Exeys pus(ID_Code, Data facialt) Se‘:cer Eeya_pun (Data_ECG, Data_facial2) from ECG
Generate PMI
( | ! Extey pu (PMI) :
— m tor e
Blood sug:
Te 1
Meet Patient on-line Server Meet Medical Staff on-line e

E(PMI)
hemn

Block
on blockchain

Link_PMI|[h(PMI)

Link_PMI|[h(PMI)

Block
on blockchain

Follow Link_PMI

Diagnosis and Prescription |

Diagnosis and Prescription

Prescription f

- Pharmacy |

[Fig. 3] Protocol for Chronic Disease Patient Telemedicine System
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(Table 2) Health-related service contents

Item proposed Telemedicine System Telemedicine System[19] Telemedicine System([20]
Patient chronic disease chronic disease Patient
Medical Doctors, nurses, nutritionists, Doctors, nurses, Doctors
staff physical therapists, pharmacists, etc. Relevant agency representative
Region all regions not specified not specified
Remote diagnosis, nursing, diet, exercise, drug ] )
S ) . . medical service
Range prescription Using personal health data through exercise, diet . A
ECG Using Thermographic Camera
Information private blockchain P2P method
protection
. Hospital code, employee number, face and - . . )
Security ECG recognition iris recognition Private key generated using ID card
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