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Abstract In the IoT environment, various efforts for sustainability are underway based on ESG. ESG is
important in today's business operations and strategies, covering a wide range of issues affecting people
and communities as well as the environment. In particular, information security education in the field
of information and data security belongs to the social domain of ESG. This shows that protecting
sensitive information, user privacy, and digital rights is an important part of an organization's social
responsibility. In order to strengthen security based on ESG in the Internet of Things environment, a
training course that takes into account the characteristics of the Internet of Things environment is
needed. In this paper, we proposed an ESG-based information security education model in the Internet
of Things environment. The proposed education model was designed as an information security
education course for ESG for sustainability of the Internet of Things environment. The proposed
curriculum model was implemented at three institutions and the effectiveness of the curriculum was

confirmed through a survey of training participants.
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ARERIBHE AT} AR ZH9] B4l B9 ARE
wESEI Aofst 71&o|th AFEQIE U TRt AFY
HopollA &8 9lom, T e BEA 7kt
Qitt. ESGE ¥ (Environmental), A3](Social), A
B Z(Governance)d A2, 7|99 R&75AS
A BAEH 8 4AF 9Ju|gtth. ESG= 7199 F B4
I, FAT, AHEA Y Bl 8% I YA

I 9tk ESG= 7199 A&7he/dE A%t S 840]
1, 7199 A&7 719 718 A3 A
< 93t d4 Aot} ESG 74033 o 7192 ¥4,
ALZ], etz SHolA 344
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A5o] ESG AFS 275 k. olo] whet BSG B
@ A9 43, S 5ol Fefel Sick BSGis 719

o AAYT 4754 At B aoltt 719
ESG A%E B9l A4, sl Agel 52 B
4 2 9t} BSGE ASH JPEelE 3% 9%S
nlAch BSG ARE B9 719e 84 B, A9 B4,
814 29 5ol 7lefF 4 Uk ol 7o) A2

oA E olx, ABlH NS BEFHe ¥ £go] €
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_,] /\H/\]-k] o(;f:/\]' H]& @71— a- Aé 7H/k-] q-OO@— ‘é‘tﬂ
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ESG 7]1:]}— 2] OH/\]—_]_\:H._ 1 31,].7(—1 Etﬂ o /\]_EO]E-]Ii g}
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Hyl ge] B4E skl stk AFRAEY BAel

Hok 914, Bl B, Faltutks A 52
BRUTE ol Fol ARG BH B AN &
olx, AFEIEY Hote] FaAo] that ALE ¥ 4
57k AL e 204 L 7199 BG 4F

uﬂoﬂHL *130”351 XPHH EOFE ob}oPii ovA &
£/d0] =, Fedo] FAT & Stk ABH
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3749 HorS A3lsla, ESG AYS AT 4 Aok
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2.1 ESG

ESGE 33 (Environmental), AF8](Social), AHj+*
Z(Governance)?] AR, 7199 A&7MsdS A%
HARA QA2 ou|gith ESGE i 7199 A9A
o} BTl Fa%t FFS v glom, oo wt
2} ESG ¥ d4% &ds] A= qloh ESG ¥
Ae IA T 7] IEIA AFE syt A H
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3. ESG7|8t MEHS Wy B M

[#1] ESG7I¥t AHES wsipy Rd2 FHHE
F271d 9 5o JRES AF A3LE EHoR
Sioith. o] LRI A4 YR EQE FgYo] s X7t
AE wSok, AR AT} fFo] R Q4E =
o|m, 7ol 229 ARFA<QI Ao|H Xt Al Zsls}
7] 915t A8AQ1 Mg AFols AS HHE oFL 9]
o} AAER] FARE A FEERF 7% WS, AR
5 HEBEQF AR B Hofg JFESIT. FHKE
S 712 WSO 43} AdETY A1) JRESE,
FEES JiE ols] € HH, FJRHES 7|&H o, H
HES 4 A EES JAAISMS-P) olai= /3
St AP RO HAPR JHES AdA9
ola ¥ A& 4y, AR IT Axmete] ofsfet
Ho, AR UELT Het AR, ARYE AXES
of EHE HoF AR, QAR U5 HEAL ARE
otes sttt AHHEQF ARoAE AL oS,
HEAAE QAT 7[&AF, SEHeE He 15 A
F2 Astart. Bt TE)oAs EEQ FLBA,
HEAAE Hobd SHE 93 YA A", s

AR Ole2 f1R HIERIA dlolEHEA 9 2114, &
7 HeF 9 FHopd BAoz A4S

At melof] thgt Alle S E= AT S271Y
o] A & oAt AL IT A, #EA, Y 2 gE

b @3, HolE AF @3she 7IE A4, tieke]
9 M A AFA S s Ve AREE
Z-gsf Hokth. 370 71l gt weahy 2o 7]E
U2 FEERF 1A FES flsted Fa7149) HE
HOF Q4] 439 itela, A Hobwl wEE 9,
Ad 9 Fepdoll HiFt ¥ w2 ol 2 Yge=z 5t
T otk ARET 59 IS Silo] JHHT S

ol

LY
A o BAT A4, 71E L £7E F471900 A
FokTA Sk, uot 4] Bo Sk giste] 24) 1

In

Zglo] R Bk 944 71 UA| o/l B
getaA stoich 48WE LA WL A=
B BSGEATH R A9, SRR P, 2
ol Wagh A, WHdolet HRBT J&, Ha
AL T8-S SRt YEYIA Blole) 24 % x4, G

7 Hoh 9 AT 8L ek

Bt

(Tablel) Basic information security professional training

Division Target Subject
Information security in the era of the 4th Industrial Revolution
; Understanding and establishing information security concepts
Information
Secur'ty,BaS'C Al Information security technical understanding
Training

System

Understanding Information Security and Personal Information Protection Management

Understanding and policy development and establishment of e-government information
security governance

Government Official

Understanding and security of e-government IT infrastructure

Small and Medium-sized Business

E-government Employee

E-government network security practice

College Student

E-government software platform security practice

Electronic government internal security audit practice

Small and medium-sized business

Ransomware response

Information
Security Practice

employee
Information security practitioner

Information system risk diagnosis technology practice

College student

Cloud security implementation practice

Physical security and system access control

Security

Risk-based testing to ensure information system security

Management Al

Network data analysis and forensics to respond to infringement incidents

Web hacking security and vulnerability analysis
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Qlth. ESG Aol AEET w80 tigt wea3HLe
A5t ﬁgsﬂ— o5t weo] TWQ3 A|¥olt}t ESG
AGL Y g4 A ] A WA TRY 5o
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{Table2) Survey results for each course
Vel Satisfactio | Satisfactio | Satisfactio | Satisfactio
Target Number | satisfactio o 2 n3 nd Lecture Content
n
H University 116 475 48 474 474 473 _Net_work data_an_alysus and forensics to respond to
MOT Course infringement incidents
S University,
Departmem of 45 4.77 4.78 4.79 4.81 4.66 Blockchain and digital currency
Business
Administration
N University 453 451 4.53 4.57 45 ESG environment and security management
Department of
Business 68
Administration 4.61 4.55 4.58 4.67 4.59 Industrial security required for management
N University 4.8 4.7 4.8 4.85 4.8 Ransomware and information protection technology
Department of
Artificial "z
Intelligence 4.77 4.78 4.79 4.81 4.66 Response to web hacking and infringement incidents
Sum 341 4.7 4.69 4.7 4.74 4.66
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