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Abstract Organization is increasing the authorizing process to use public certificate and bio information.
Certificate, has evolved to be able to parallel distributes the bio authentication and portable bio-authentication
device. Authentication using an individual's PC and smart devices continue to generalize, while convenience
for authentication is increased by comparison Study on cooperation with the security at the network level's a
weak situation. If ask authentication method through the cooperation of the public certificate and bio
information work with current network access control, there is a possibility to develop a more powerful
security policy. by cooperation weaknesses against vulnerable personal authentication techniques on security
token in a reliable and secure personal authentication techniques, such as bio-recognition, Bio Information for
identification and to prevent exposing a methodology suggest to validate whether or not to carry out in this
paper. In addition, organize the scenario that can work with the 802.1x network authentication method, and

presented a proposal aimed at realization.
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[Fig. 1] Public key infrastructure

Online Transactions

> N

¥ >

B I e A A

AAA S vE 7o} TR FAAE A7) 7Nkt
Z(PKI, Public Key Infrastructure) = o] Fo]xt}. PKI
AS5713, JISA, 55713, ASA Ber~E 5o
2 FAAH4] 2t a4 78 7T 2 %S Fig 1
3} 25]. FA7 7R E STEY S o4k A
AgA Tl AHE7FEsIH, AAAE %
Ag) F1 WA Au| 27} hseta NAF R A A
B} ofFe REFA] YrE /A Au|2rt 7bsEith

-

2.2 HIO|@ HOIEZ=
HOFEZ(HSM : Hardware Security Module)o] &
AE AT T vl ARE ksl A%, Basy)
At 7] G- AAAE A Fol 7171 WielA] A
S5 FEE PR GRE YoA ] wie)] T4
17 So2HE FRAATAH F&S

-8 A= o] TH6,7].

AT 5 Y

o o
ol

[Fig. 2] Bio—security token device model
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[Fig. 5] Creating a Bio—certification
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