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Abstract An IP address is used as a host identifier and a locator to bind hosts and applications to their
location in existing Internet. Several protocols are proposed to eliminate this binding. Most of these protocols
use IPv6-based host identifiers to maintain compatibility with existing Internet, but these identifiers cannot be
handled by standard IPv6 routers because such identifiers are unroutable. Therefore, host identifiers need to
be usually converted to locators at hosts, and the standard IPv6 protocol should be modified to interoperate
with these protocols. In this paper, we propose a network-based host identifier locator separating scheme in
software-defined networking. The proposed scheme separates the underlying network into Host Identity and IP
domains in order to directly forward unroutable identifiers. The Host Identity domain operates as an overlaid
network over IP domain, and it makes the unroutable identifiers to be routable using distributed hash table
based routing strategy. For the evaluation, we compared the proposed scheme with the previous scheme using
signaling costs and packet delivery costs. The result shows that the proposed scheme is more suitable in the
recent mobile-based environments.
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1.2 attachment - .
PNy wiginasiis. A N-
PR L AA_QRY REQ(MN-ID)
CheeHl validity
(MY-ID)
AAA QRY RPY(MN-ID)
GENGHITMN, 1OCMY) Flow tablc of OFS-HC Flow table
LOOKUP(HITRouting Table) Match fidd | Action _[OutPord] Match field | Action OutPort |
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Add to Flow Table WaSSMUHURIGLBEQY .yt RiG vEQ) Packe-In
I domain —-(HIT REG REQ)___
LOOKUP(HITRouting Table)
FMOIXHITAY, Port D)
Packet-Oul(HIT REG REQ)
Add to Flow Table _17,;\;;(_; ﬁl_ _RT;,_R_ |_Lﬂ ) Packet-In
Add to Flow Table HI domain | __HILREGREQ) ________|
Flow table of OFS-sHCAMN Add 1o BindingCache(HITary, LOCMN)
Match ficld Action  [OutPor{ AddoFlowTable \  __________________ -
— - Add o Flow Table |~ FUIODHTTVA TOCH N, IP_OUT)
1P _dst = LOC| [LOCMN-HITMN] | & FMOIXHITAN, Port D)
1P dst = HITMN|  Packet forward D Packet-OutHIT REG REQ)
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MY_HIT_ADDRESS HCe| HIT 4
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Hlolel alae
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SHLIoAe] THtol| CHSt Cheeo| Hield
BindingCache Py
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= X
AAA_QRY_REQ Tl():;r AAAMHE EUlil= 2| 2F o

H2| 2Fol| thet SEH2Z AAA Mo

AAA_QRY_RPY A HU= 2 HAIX|
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HIT_REG_REQ 2 @XsPI9E s Hal HAIX|
HIT_REG_RPY HIT_REG_REQO| CHSt SE HIAIX]
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Flow table2 $&st7| st
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Algorithm 1 HC Processing Algorithm
I: receive a packet pkt from the OFS

2 if pkt.dst is MY_HIT_ADDRESS(H IT:xc or LOCsue) then

: ] if pkt.type is L2_ATTACHMENT_NOTIFY then

4 save M N-1D from pkt

5 send AAA_QRY_REQ(MN-1D)

[ else if pkt.type is AAA_QRY_RPY(M N-ID) then

T generate H [Ty using NAIyw

& generate LOCyyN lL‘iing MACyN

o LOOKUP HITRoutingTable for the next hop port(D)

100 send HIT_REG_REQ(HITymn LOCunN) to
hHC(HITae )

1 add (HITuxn, LOCuN) to BindingU pdate List

12 add a flow table entry (LOCuyn — HITuN)

13: else if pkt.type is HIT_REG_RPY then

14 done

15 end if

16: else if pkt.dst is in MY_HIT_ADDR_BLOCK then
17 if pkt.type is HIT_REG_REQ then

18 add (pkt.dst pkt.loc) to BindingCache
19: add a flow table entry(pkt.dst — pkt.loc)
20 send HIT_REG_RPY 1o pki.sre

26 end if

22 else if pkt.dst is not in MY_HIT_ADDR_BLOCK then

2 LOOKUP HITRoutingTable(pkt.dst) for next hop port(D)
24; add a flow table entry (HITuw~, D)

25 Packet-Out(pkt)

26: else

27 drop packet

28 end if
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o 9 9 @@@ SRS

Send a packet

_ Packet-In(packet)

LOOKUP
(HITRoutingTable(packet))

FMOD(lomard pm.l\el. part D)
Addwo [T T

Flow Table F(H“;‘r'}‘ﬂm‘“)‘ | _ Packet:Infpacket) _|

Flow Table fLAcket-OuilFacket) _.
Forward packet

LOOKUP
(HITRoutingTable(packet))
Addte | FMOD(forward packet, port D)

i
domain
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(2 4] A ZAY HR}
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Algorithm 2 RO Algorithm for sHC and hHC

Require: the HC acts as sHC
1: if pkt.sre is in BindingUpdateList then

- send HIT_QRY_REQ to pkt.dst

3 else if pkt.dst is MY_HIT_ADDRESS(H IT ;) then
4: if pkt.type is HIT_QRY_RPY then

5 add a flow table entry (pkt.dst — pkt.loc)

6 else

T drop packet

& end if

9 else

10: follow line 16 of Algorithm 1

11: end if

Require: the HC acts as hHC
12: if pkt.dst is in MY_HIT_ADDR_BLOCK then
13: if pkt.type is HIT_QRY_REQ then

14 lookup BindingCache(pkt.dst)

15 send HIT_QRY_RPY with (LOCgy) to pkt.sre
16: else

17: drop packet

18 end if

19: else

20 follow line 22 of Algorithm 1

21: end if

[23 5] 82 zX3 dn2E

AA 9] A 29Y A T sHCyo HIT 2
next hop portE 23 HZE& ALDshHA flow table
entryE s AN, sHC v hHC o7
CNe LOC(LOC )& 843t= AgE dAEsi =
o, 28X)9) FaE sHC,y A9 HIT F42 44
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[=== OpenFlow packer === # Control packet  ——— Data packet |
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MN OFS-sHCMN SHCMN OFS-iHC iHC OF$-hHCecx hIICeN ! ! OPs-sHCex sHCoN
r | Facketinfpocken) | _ _ _ ; !
I 1
LOOKUP(HITRouting Table(HITcw)) | |
HIT QRY REQ(HITCN) i |
I 1
FMOD(HIT QRY_REQ, port D) ! !
| Packet-Ow(HIT_QRY_REQ) } !
I 1
Add to Flow Table Forward(HIT QRY_REQ) } :
(HIT domain) [ 1 _ Packet-In _ _ _ | ! 1P domain |
Route (HIT_QRY_REQ) ; :
Optimization LOOKUP I 1
Process (HITRoutingTable(HIT QRY REQ)) } :
I ]
FMOD(HIT QRY RE(Q, port 1) ! !
Add to Flow Table [, T acket-Out(HIT QRY REQ) ! !
Forward(HIT_QRY_REQ) ! !
(AT domain) Packetdn_ _ i |
[(HIT QRY REQ)| | :
BindingCache (HITCN) I
. 7 N i 1
Add o BindingUpdateList IT_QRY_RPY(LOCCHN) i !
(HITeN, LOCeN) I [
L | FMOD(HIT-LOCN, P-0UT i i
Addto Flow Tatle | i
I 1
[ Packets ! !
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forwarding Replace HITCN--LOCCN Forvand Packets | ,
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I
- I | Forward Packets
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4.1 A|la<3 H|E(Signaling Cost)

4.1.1 MOFIQ| A|ZE3 H|E 74t
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AE H7E Agstr] doll Adgs|ojof st} whEhA,
MOFI2] Alz1d# nu]8( 0;9”)-3— o33 o] vepd 4~
=

Cy'= Ch+ ¢ (M

gl WelA Cyyp sk Gy, & 2H2F HID-LOC wkel |
I LOC #Fol w2 vg-S et g3 A9 12
attachment’}  X&¥  $o, MNS <d4¥ AR
(LMCy p_ yn)= Binding Request MIAA(BR)E H
Wi, 7 % LMCy e anS MNS LMC(ZMCyy )
A BRE Al BRS Aelsh Foll LMC) &
Binding Acknowledgement(BA) HA| A= MNol| Al .\l
th. MN®] HIT-LOC =914 W& CN9| H]-go] 2t}
Il 7Pgekd, uiely Bl&-2 o3t o] ALt

Chr=2Lpp+ L) hiy_g+his )@

Lpp?t Lp, = BRY BA9| Zols ofu|sic),

LMC, p_ 1n°] MNOIA CNOZ BulE 3 HA
Hlole] #71& =218k =W, CN9| 2§ LOCE -8t
7] 918 LOC Ag] ZRAAE 188t =i, LOC #e)
SQALQR) WAAE LMCoys AH LMCyp on
2 Jdddch LOC g &9 wAA@QP)e A9,
LMC o onV LMC = AEE 7] wjiol
LOC Fg]el gt u]8-& thg} o] Aster

C%J =2hs— s LrgrT his—s)Lrga B

4.1.2 H2tet 7leel A|I22d HIE At

MN3#% CN& A Z}Zke] hHCol| 550 ¥ o]of i}
L2 attachment ¥ s HC)n< Registration Request
[RR) WINAE hHCyyol Al BOA 53, A= 23}
£ 93l Fg 2A3 % I Bl 5 givk 283 MNH
CNe] zp219] hHCell 555 ¢k A4l v)-&-2 2t}
3 7R weEbA Aok 71ee] Al we(Cf)

2 olgje} 2tk
C§= 2(Chro + Cho) @)

Chro ¢ Cho = 5% RO tiat v]§-S Lheh)
3, Chpo © T 5% 23R 1 $HERP e
Hlge] goz At meb thgat 2ol AL

AT 5 Ak
Chro = Chn + Cip ®)

Chn& RR WAAE d2shs 183 OpenFlow
signalingell tig v]-§ o2 AT 5 9l7] wjiel b
3} ko] At

Cgﬁ = OLI;RR + CgRR ©)

RR U.”}\]X]V‘Lf SHGMNOHH hHC}L[NE ﬁ%ﬂ 7] Uﬂ

Boll, O pp & the3) 7ol @A)
CZI;RR = h(s—s)Lrr @

Aol M Lppe RR WA 9] Zo]S tyehit),

CLpp & HCOl ool wh} 74t} 7 o] o}
2 RR WA1A2 A28k HCSl OpenFlow Al142o]
e ul8-8 27t CHiC, Chi€, Ciif e Tislgle

. P SHC ~hHC iHC o =
H, AA WS Corp< Crr Cpp 9 Crp o &



A6 HRABOIEASS=2X| x2H ®23, 2016

CgRR = E’gc"‘ C}'{,g “+ C};?{IJ?C )
= h(HC* S) (QLFMOD + LRPOUT) (8)
Citi’= (h(s— 5 — 1) %
(LRPINJr 2I/FMOD + LRPOUT)h(HC— S) (9)
OJZ%][;C: h(HC‘* S) (2LFMOD + LRPIN) (10)
2 QMM Lpyop= FMOD HEE vA#] 9] 2
o1& YA, Lppopre RR HAIAAE 2Fshe=
Packet-out(POUT) ®IAIA]9] ZolE ey, whg2
ﬁl(g)oﬂj\i LRPUV% RR IH]/\]X]% }:@'6"‘5 Packet
In(PIN) #A|A] 2] Zol& et
ole} fFAkgE B4 A RP wA A dig &%
VAR AR g glom, o] o) o] AT

OJI;P = CLJ;RP + Cg]i‘P 1)

o714 RPe] el tj& 1]-§3} OpenFlows o] §3h=
Azrdae] Hge ofele} 2l

CLI;RP = h(sf 9Lrp,

CgRP = h(HS* S) (LRPP[N+ LRPPOUT) (12)
A= AAsl U V8Ol AR A2
FROQT SHROR)S Hl-&oll th3h o vepd
011;0 = C;OQ + C]I;OR (13)
ROQ H]-&-& oAl ROQ el Zagh v

£
7} OpenFlowel gk H]-&(ROQO)E T2
Choot T 2tk

(ROQD)
e,

P _ P P
Croo = Croop T Crogo

P
CROQD = h(s— S)LROQ )

CJI;OQO = h(HO* S) (LRQPIN+ LRQPOUT)
(14)

At AN Lpopiv™ Lropovrs= ROQE 23
3} PIN#} POUT ™IAIA1 9] ZolE vehdtt.

Chor 2 ROR A& H8(Chppp )3 OpenFlow A
238 ¥E Cropo 9 &2 AWHL, Cropp &

his- s Lron S 0] AW 4 Sk
Cror = Ms- 9 Lror T Croro (15

Z}7ke] HCE ROR WIAAIE deslr] ¢354 flow
table entry® A7gslok stk webA ROR WAIAE
hHC oM s HCyp 02 A28 % ¢tk RORe]
sHC o =23t Ui, s HC, 2 HITE LOCE
W73 flow table entry S A3k Hr}. fARe W
© % OpenFlow signalingell tat ¥&(Chypp)e T

&3 o] Albect

P _ sHC WHC | ~iHC
Croro = Crort Cror™t Cror (16)
2 HOA U W8 AR ofele] Ho o Hel
%45 an
HC
Cror = Muc- s Lrvop+ Lrorovr
sHC __
Cror = Mmc-s) (his—5—1) X

(LROPIN + LF]WOD + LROPOUT) )

hHC
CRgR = h‘(HC* S)LROPIN+ LFL‘IOD (17)

4.2 1§3l M= H|E(Packet Delivery Cost)
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