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Classification of network packets using hierarchical clustering
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Abstract Recently, with the widespread use of the Internet and mobile devices, the number of attacks by
hackers using the network is increasing. When connecting a network, packets are exchanged and
communicated, which includes various information. We analyze the information of these packets using
hierarchical clustering analysis and classify normal and abnormal packets to detect attacks. With this analysis

method, it will be possible to detect attacks by analyzing new packets.
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#HlolEi4 &gl
my <-read.csv("C:/TCP_u2r_r2l.csv”)

# Mot 222 E 22
my.n<-subset(my,attack_type=
table(my.nSattack_type)
my.a<-subset(my,attack_type!="normal.”)
table(my.a$attack _type)

="normal.”)

« HAD ZAWAH AIDELE £t
n.s<-rep(l,nrow(my.n)) #n.s=1 if it is normal
my.n<-data.frame(my.n,n.s)
n.s<-rep(0,nrow{my.a)) #n.5=0 if it is abnormal
my.a<-data.frame(my.a,n.s)

HN 2R Y2AS BE
my<- rbind(my.n, my.a]

[Fig. 1] Adding a Signal Variable
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[Fig. 2] Output of StepAIC
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# Hierarchical Clustering

he <- helust(dist(my[,3:27]), "ave™)
c.n <- cutree(hc, k=100)

my2 = -data.frame(my, c.n)

# ZATIHZI 0 223121 2| Cluster Identity 22
table(my2$c.n, my2$n.s==1)

[Fig. 3] Clustering
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[Fig. 4] Output of hclust
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[Fig. 5] Graph of Cluster Identity
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(Table 1) Classification accuracy of each cluster

ECE=E 20 21 27 28
QEF WA | 3553 886 824 339
25 ¥ET | 62.38% | 90.61% 91.27% | 96.41%
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