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Abstract To trade cryptocurrency, traders require a personal cryptocurrency wallet. Cryptocurrency
itself using blockchain technology is guaranteed excellent security and reliability, so the threat of
blockchain hacking is almost impossible, but the exchange environment used by traders for transactions
is most subject to hacking threats. Even if transactions are made safely through blockchain during the
transaction process, if the trader's wallet information itself is hacked, security cannot be secured in
these processes. Exchange hacking is mainly done by stealing a trader's wallet information, giving the
hacker access to the victim's wallet assets. In this paper, to prevent this, we would like to reconstruct
the existing Hyperledger Fabric structure and propose a system that verifies the identity integrity of
traders during the transaction process using whitelisting. The advantage is that through this process,
damage to cryptocurrency assets caused by hackers can be prevented and recognized. In addition, we
aim to point out and correct problems in the transaction process that may occur if the victim's wallet

information is stolen from the existing Hyperledger Fabric.

Key Words : Hyperledger Fabric, Whitelist, Chaincode, Orderer, Peer, Transaction

"WAIKA} : 0|25 (leekeunho1004@gmail.com)
HAY 20233 128 279 WY 20244 018 269 AAIZEY 202411 018 28Y



o]
>
o
ro
m
»E
010
E9l
Hu
Pl
=
o
&
=
Job
N
o
N
D

1. M2
e Ade] s AL BB A4 A
#Ae] A3t ol dhat AR Holelolazt sAe
ofaf 0] Yoluhe, AL el Aol W

5= Q1al, of7)A HoiRte] ApHito] F-
o] EAEE siEstr] Y, Hyperledger Fabric =
ZE A73ste], A ol AR A 74
AEste] Aol Felgt AR A3 A u—% 3
o} A7t =] Hofl, AR X3 FAE IS
AREEE o Y-S B3 24} Q15 X3sto] A
A& 4ot o] IFolA oY WhitelistingS &
Btk A7 FR1Y oY A4 E Hyperledger
Fabnc HEQ|F0] ZA5= Private £2A]919] Whitelist
DBel E#sto] Q15H oA 019’]0"‘1:‘ AFsa, 23
Q12 Private 54|91 A 7Hs3 o7t H=|A
%l Ordererg BolAIT Q15 7Fsdt +28 AQ3lt.
Hyperledger Fabric& ARSdH= o]+ th23 &
t}. ®A, Fabric ROl HE-& AFEsto] AE %13
stER, EZARIS YEYA Fx9 Eo] 7kssitt
%3, State lolEH|o]AT= HolE AgAo] A
Al Z‘j‘—'aF A3 Jeig A3AT) olg Fofl B EEA
oIt WQ glo] EX Ao AlFjE BHQlst 2 9

=2 T uva

249 5 9k

=
)

E o o

mhL

N

|2 Hyperledger Fabricoll4], mojof] AREAF7F H
23517 Y3 MSP(Membership Service Provider)&
B2t CA 1% 718 AA HES 4= Aok sk, A7
19 ARIZI7E EH = o] FARTE Hto] 7hsdt A

AR 29 AL §717] 915 Peerol HE 4

=
Q)

‘I}ﬂ'ﬁ Hyperledger FabricolA AiXE Orderer
o FAlsto], AA ARE APsk= AR A4 A
T FAUL FYote 24 Q15 S FUIsto] A
o] FAgx} AlEdS BARIT

Orderer+= Hyperledger Fabric 7t%°] &4 5k=
Private £5A19 WHoll, AAE0] A 45 B4
o ARESE o YZ AR TloEHolAE X5t
of, o714 22} QIS APsteE Fhr). wof, X3t &
219 7717t EH =0 FAATE AE A5t
Private EEA1Q1 YF9] A4 o|HdRRH 2% AUF

o] B=|A] g=ttd A7t Fa7F "Hrh of7]A oy
A Whitelisting= &3l dlejgHo]Ao] 5FH olH Y
o] ojd & oY Apdste] 27} QIF9] A=

BRI},
oo et & =RoAe= dEsh 3t 19 Al
717t g@3dsted Azt P¥E W, Hyperledger
Fabric #+2& A7-3d3t2 o|H Y Whitelisting& 2-&
stof, EshE A oA FA4n AFHS B

T 5 s PAL Ak Fe,

M o1 =E

Ol

2.

i

AT

2.1 Hyperledger Fabric

Hyperledger Fabric 5171 Private £541919]
FHE 7RI Fu AEA o] 7R Public &
EA AT} 2, 1S T 200 Q) 71 Al
Q&= ARgAHto] Hyperledger Fabric 54|91 HIES
o] i 4= Sl

Hyperledger FabricolAle RE X=E7F SUF
ledger AEE FFoto] &&staL, HZYA FHA|o] gt
A AR8stA} SHe & 7ho] Bx 9] ledgers AJAISH
+ Z°] 7FssitH1-3].

2.2 Chaincode

Chaincodet A4 Hlo|EE 7|E51AY 9)7]
54 AR8sHL, Peer Lﬂoﬂ ZA5t= State Hlo]E[H|o]
A5 238 4 Qdth. 2 Smart ContractE Y3l A

& ContainerolA A=A} o8] 719 Chaincoded
J‘ £ 4 o™, shte] ChaincodeollAl tHE Chaincode
g 389 5 Atk

Hyperledger FabricollA] 7]E-%
GlofA] === Chaincoded

2 B539, 57FA19] Chaincode 3
F=cH4-6].

A0 2 AFEIL, AL
System Chaincode

F57F 2% 2

2.3 Peer

Peert 933} Chaincoded #eote IS o=
L&, Hyperledger Fabric YE I oA EHAHo]
Aol BrEEE IFolA 8% kEoloh

Peer:= 7]E2A 0 & Docker AHO|HZ FAE ] 9]
o], YIEYA 75 Al ZF =EE9] Docker °H[AE &
s Docker HHo|HE APSHEE Tt

Peer®] ¥4} Chaincode: 7]EZO0Z Peer?
Docker g Qto]l YA|SIER, PeerE ST &



US55

2244 HHE gt Whitelistingdt Hyperledger Fabric X714 7|9 9

ArAA3 Chaincodeo] F< 4= Ut
gaof met Peerve B9 EAHEAI Chaincode

2 7 4 9l EAo] EZARTHT,8)

2.4 Orderer

71& Orderers & Al @AE FE5 0] =Tt

DAppollAl ER;HH HZIE E9ot= Endorsing
PeeroA] ERAAE A &st= AFH g EHAH0]
7}2]7]%= Chaincode’} ARE= A7 194 3o
2 g

ol%, A" EAWMHHL2 Ordererd] Qg 3=,
ol +AHR Hdsto] A
EE f71Yolzt REH 2%

] =22 [eNe]

A Bl szttt
upx]dl 3TA|R, Orderers A% = 7

229 PeeroAl AEste] #ejsty, A EESZ G

HE2 Peero]| ot E50] SHIEA APREA HSote

IS olFATHO-111.

oL
=
B
=
il
:
N
N

2.5 Whitelist

Holof|A] Whitelist®}, BE 7|2 HMo] Xt A3
oA Aoz o] slZH o
EE of7lo] YgE PSS T,

ol2{gh WollA], Whitelisting®] I¥HA<QI oJvl= &
7 IP 247} ojH Alo]Eo|| Hitsk= FHgojA] Alo]E
o] Wt Z2A A0 o) ATE|R] PR FAY, EF
ZA1740] ov|ho] AFo g A A2 A oA st
35 AAE AXNE AL uidtHI2,13].

3.1 Hyperledger Fabric 74 £

B QD - - - - |
A=t ¢

oy E

|
I
I
I
Chaincode Chaincode
I
|
I
I
I
|

Pl

.:ﬁj.B@ .:ﬁ:.&@__'_ﬂ

1
1
Chainco de Chainco de 1
1

Channel_1

[Fig. 1] Hyperledger Fabric Reconfiguration Structure
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