HAEIE2 f5< H13 2nETET]He)
FASAHAA 2 19
Design and implementation of smart card-based multi-authentication
mechanism for digital contents delivery
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ABSTRACT

With explosively increasing digital contents, library and information center should have a
new role between knowledge providers and knowledge users as information brokering
organization. Electronic transaction system should be required for performing this brokering
service since economic value is added to information and knowledge in information society. The
developments and changes around library are keeping up with increasing building digital library
and digitalizing printed sources. With the rapidly changing circumstances, the Internet is
currently witnessing an explosive growth. By serving as a virtual information resource, the Internet
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can dramatically change the way business is conducted and information is previded.
However because of features of the Internet like openness and information sharing, it has
fundamental vulnerabilities in security issues. For instance, disclosure of private information
and line eavesdropping such as password, banking account, transaction data on network and
so on are primary obstruction factors to activation of digital contents delivery on network.
For high network security and authentication, this paper looks at smart card technologies
and proposes multi-authentication protocol based on smart card on open network, implements
and analyzes it.

FIYE: 9= AnEJE, UXEEulx BN 93538, authentication, smart card.
digital contents, 3-DES, cryptography
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RNs G (LA 8byte)
RNc A 8byte)
Seed1 A L EH35 (8byte)
Seed?2 7t=254 ID (8byte)
Seed3 FYEA M3 (8byte)
Seed4 AFE-2} 1D (8byte)

g ¢85 s 2oEARE 2AA
2ulEAES AvETE Fue] st
AgAY AAAZUEE L] A
AE Blake A 197, Leelgel g
20lE =S QAN HH St
YAz owAE TR & AoH
9 wAdAE delHe Ay
(MAC)E 4437 A% 2 Add A4
e Qs H4EL Y B (E Dt
ZotEFLESE QA AgsE 7
W27% B AN ALHE 2a5
Yo B715S RAFT Utk

(1) AFHAYZS AFHE

2 AvEFIZ g
1ol oA WESIFAA AElEL
B BN ¢AFA AEA7E ofd
EAl tEd AFAHHE FYsty]
e dFAMHSAAME dSHEE FA
d FYPIF F AT BFAFERIAFH]
23 o B3 23E AFS A
T & e 2L H 9 2 A A
7t BYHBEEA &Y & 2] 2] 8hed oF
st £ =iddA ARdstE AREFIE
714re] FAITFASAIE L=l
Al EarE el AEHH L1l
e rdoldog F& e g
g A HFe UdFA
A3t WMENAFY B B H
B E] 28 E(multi-thread) W& E3to
AZEYoiFeZ FEd HAAYEE A
st Sl

[*]

to,

>,

o rir
I* wo

-r~

fr o 7

Z A AH

d
4
o%

ro



A2 §5S A8 ArtEFETNY A3 A4 4 8 3B

"¥

|1S‘seedl l2"d seecﬂ [3"’ seed] IN"'seed]

I Seed X8

I Key Generation H Key Log M & ]

I Key Export

—>{ Master Key Card |

DKc 4

| AFBXt S/C Card |

(gl 6y dHE7|dd 1y

Y AZHEE Fhe] 2ntEFE,
A}&x}z EPEL ML ERLERERGE
Bake ojelet 7tk WA AvjE
7}%&@@1 EES 3
o] U=F He AuEAEAAY et
Qzo] ol2ol, olzid AZTHHA
2THE Zze MUY 44T Bie
FaAHdN FREE (19 6 2 B

AYR ALSE rlE7 Y HgTle 4
AR HAFT At
A7xme  BAAHE(SAM  card:

Secure Application Module Card)ol #7%
e 2B 7Y A4S BEgE E0171
Hated A 2golA AR AAE 3ol
obd 3Wel Abgo]l FAF E71%k(seed
value) & EstE e HE&aHon
AFgAFe] ARlEFITO AREHE 347
= AAE v2aHY dgx D 2 =
A AZHEE G533t AT

MKs = E(Seed 1//Seed?l/seed3)
DKc = E(2RFAE IDIIZIEA] 29 &, MKs)

7tzbe] 2AAHYHRE T3k mlaHI
(MKs)s} =t71(DKe) & A4t eg
d3sd T ZE 3-DESE FHLHUL
o A" nlaH7(MKs)E 94493
o HIUANFE(SAM card)oll AAEHo]
#Hs FA47(DKe)E AMgA AntE
2o A= o] wizgrh

3321 AUEFIE ARER}O)E

of

2WLEFIEANGA ] i3t FGAE <
s ARldle ohgR AR Eo)

Atk A& Eof JHJAASHS(PIN: Personal
Identification Number)®t 7Z& 2

A AFste A w5 AU
ol AEZIHF & A
(Biometrics) & 722 W¥Ec] Aoty &
g AT 1999). A 7P dvry
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o2 AHHT UE PHE HUAASNE
g olgste AoEM B ATNM A
$3 A& el 7E Folyn B
e FA6 BEZ 5 dE AAAZH
SH4E HEsao
AOLE L&
ADLE &) 3t el %IEIFEE%%
AIEIIE
e
AERHPN &2
—P»
ARt PN R
ANBILIE
PIN=PIN'
oI

(A8 ) ADIEFIE ARBARIS M2l
(IE DA AHgaE £mtE FIEE
ZutE Jtegrd A9 F AREAY
MANFNSE At AREAbe] gt
AFS APste AP L HAFEL Jon
olf TAHHCE PotEH ofgfjo} 2t}
O AHEAZE 20IE FtEE AUMEFIES
oo} 22 R Tgo] Aglste] Xwu}
EFIEE 4T
@ AHgA7 AulE JlT AT 21
PHZAE Fotod AR AJAUSF
NSE gt
® d"E AR AUV FHEE 2t
E FlE AHZ2IPo] AntE FIE
2 ALzt

@ ZrEF=E A A
9 2mtE FhEd A%gE FHA<d
29 W@ IAAFE FUF

w
w
o
)

.
3,

m
A

i
olN
1]
it
it
i

AU EFEAE RS O

AT AnlEFI= didh gFEAFHA
Tat7] st B =&

249 g4 Fuloh €88 93k

HE2AHErHE olgstd OFAE

FPstgom Axige] 3gAF 73

&l o} A 71 (Symmetric)

mim

lo,
fo
L
oX,
filo
O

Step 1 - YEBRHE YA FZ

O FA dFAFAAS M3 sk
£ cWE(UAFLH)o] HA3H
AW Z HEAYT AT T
o] +FHth

@ FE|RAYEANIZ TIH0] 25 HA
AW Z9] ¥ FF=(SAM card)
Z2XEH w2E7(MKs)E ¢lojA o]
£ RAMell A5A1 7tk

® olg HHo] FUH Q1= P
w2}l pthread create() 45 E3}o
2yt AAET
@ A" AYs= A A2FAYL $



SR E

ol
o
:L

srtEAE NS BEASADPELA B 7 ¥

DKc(3t=THA3))
oS8 A4S FtEdold
(anre ey CECEEE:
sonmy [ G e—5icuanio
—=T * s)
osse NS
Sek(Al&31) & : S) —» | AH(MAC)
Jt=dolg
(HeH Al
HELZIHD
NEXHD E)
(T2 8) ANIEFI=0AM MMM
B, ARG
dsk 2e AL FHe 4F2AE
Aelst7] e Ayt AANE B 7 Sek = E(RNc | seedl), DKc)
?_]%(—9:%] of 3t HelAFYL ofefel AH ® MNP A7) (Sek)E 3-DESYTE
& B3 clFld, 2o Fatel 4R BIUAIN 29

4byteE MP(MAC)S.E 3}
Step 2 - /‘U}Ei}l:.‘:: o] A AR ofo] ER]

uS Jyetr] st ojAI=] MAC = El(seed2l| seed3llseedd, Sek)
A5

Step 3 - ~EFEFFESAIS 1A} AJE(MAC) Step 4 - Y4 H A% (MAC), RNc, g
PREr 2 HEFAHAS] QFFHH
Ztzpo] AplEFIES] HAYF]
O Z2nEFIEgA dAAIY T EE(RNG (DKc) & 4§38t7] 93t 71EG]
( )& 58ted ¢ RN AA st oJE]7} FAlY HHAHE HE

@ A€ RNcE T3t MA71(Sek) & .
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DKc = (MKs, 3I=001H)

v

DKc(2IES I A431)

-

RNc o JtEgiolg
(HE&E —p» 233 2NTE  (¢— (Mt
e L) (3-DES) Hejdgps

JIEEZ XD E)

Il

Sek’ (M &31)

st E

(3-DES) MNE(MAC’)

4 " ug
3t=HolH

(HeH Al
LI RD AEEE
AEXD S) (MAC=MAC" )

CE 9 20EFIEME 2B

Step 5 ~ APlEFIE =A%
© H4¥ A=dolHE T3d e
28719l DKcE A gk

DKc = E(seedlllseed?, MKs).

@ Y FY7(DKe)E Fstd A7)
(Sek) & A3,
Sek’=E(RNcllseedl, DKc)

A48 AA71(Sek’)E 3-DESY X

iy

€ T3] 4D AAAA
dbyteE AB(MAC)LE 3t} o)&
A$E NP(MAC) 3 vt e
¥ 7t=e g AFo] ojf A5
UR3A] ke A AZ A A

g AsU

“

MAC' = E(seed?//seed3l/seedd, Sek’)
compare MAC = MAC’

Step 6 - YFAIBo O HYFol=g



OAYEYE SEL A% 2

SEFES e o

zUF

A2

WA 2 E

DKc(3} S THA43])
v
ANs S H 0IE
(Hae | —p| 2es 2NeE || =
2124 A H (3-DES) (HaLpHs
LhA) IEYZRID S)
* ASEANRE
Sek1’(MI&3]) (?_DES) AMB(MAC ) A
SI=H0IH
(1AL Al
=L XD NEZS
AZ XD E) (MACT=MAC1" )
Yes => ZEE0!
No => ZEAITH

g 10> HAMHME HE

ste] 23 HYYAT

O fAAHAN dFAGEZRT3 (RNG
ME B39 1A P8 dF
(tempRNs)&] A9l 8byte= 23
F(RNs)BAES 98 scedBA AR
H5 31 Boytew 712A] AMS-gich

@ A€ RNs& Bstd AAH7)(Sek
DE AAgH

Sek 1 = E(RNs/lseedl, DKc)
@ AWAE MAT(Sek 1)E Bt MH
MAC 1§ A4 gt

MAC 1 = El(seed?l/seed3llseed4, Sek 1)

Step 7 - AHH 23 AEH(MAC 1), A
B Y (RNs), ZFEHO]EE £
nlEFIC 2 H$ )

Step 8§ - 2OFEFFEA]L] AR ol

O H4¥ RNsS E3lo AAT] Sek 1'E
Alg gt

Sek 1’ = E(RNs || seedl, DKc)

@ A" AT Sek 1'E8 E38ld A
o MAC 1'& AAg
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MAC 1" = E(seedZllseed3llseed4, Sekl’)

@ 7t=d AEo] AAME MAC 1 #
dHMuERE HdFd MAC 1%
st Zow UAFol ¢EHW
e Af dSddge WARE

Agwn,
MAC 1 = MAC I’

A9 GAZ 4585 zZHz7He] AE
ol A7t o)Fo] A BE Ao A
AZA AvlEFIEC] T AF 3ol M
et

41 0%9% 2262
49 2 37t

4.1 Hldeae|E

AHgHOlE Y fUA8ES gH3]) A
oA dukE o2 d(Random
number) & AAEA ol& 7EFSE B
SE&AE LA AMEET AT dgY
A A4S A A= (Cryptographic system)
o oAM= F23 8oty DES, RC2
I8y RCH 722 HAY dsstdaeg
Z(Symmetric Encryption Algorithm)<
2292 A" Y (Random number)
€ €22 &1 RSA, Diffie-Hellman, 1
22 DSAY 722 HgAy 4355 4x
2 & (Asymmetric Encryption Algorithm)
T AFE YT o TRHE AE e
A F5EE gt ¥ ol

SSLolu 71e} ¢33t ZREZME AF
(Authentication) #gAME 7 AR
"ot wetN dae HAFHI A A"
o] MOHS AR 2o HEoln)
U;}E]_;q H4E AAs=Y Qo] duky
B 27HE AFCEAN 1) Ao] §of
gtojop 3, 2)Hold 4 (Ran-
domness) & 7FAoF 38tH, 3)Fdo] 7HA
slof sk, 4)71 F718& Ayof gty o]
Bt 7|EE IR 71EY A8 eY
& 439 EtE 9 LFSR#%
3-DES daAdgEEe] FAF &4
o A H°1‘4'Z]J LFSRE 44" d+4E
< 2n MY dA&dE HEE ZRAEHY
LFSR¢ #7191 2 ¥|E HAE ¢
onog \4-/‘\ A‘E}doﬂ /\]._9.5]. ]‘Li‘
sttt mebd 3-DES W 2l gaE

e FEAVAZE olEse F4L
27 @z, $AH B4l 2 vsE
SYATE PES AHEFE Rl ue

AAA 7P A gsich(Matthews 1995).
el 2 EEME olde WadA
27HE 2FAYEG W, B o
M ANSI X9.1761M AHosta lE ¢
FudulH S Aagigon o] ¢
¢3st EEEA 3-DESE A}
I FH8AE g3 2

Ag - Fhel 27130l AAE F

ook slue dEAlY EHe Al
S UYEN = 8hyteF o2 Ala¥o=
58 gy dg AGA BAE
o & dus doY #;oew x7)

c

o
op
)

H ol

s

rlo

O



Ry —

UARERE FES AF AvtEASI) R OF

Y N i
o>
Vi D Enenpt » Ri

<& 11> ANSEX9.17

SEte 2 ERAdE sizel A
HE gAY AgA HelHE

i’ﬂ 3-DES 2
52 /\]—-g-s}tt] 7]37]% 128bite] .

- 28382 p4HE Yol 64 HE
o seed FOE AL

9]¢} 7)(Random Key) Ri¢® AAFH
Vi+lZ o3 2o
Ri = Ex(Ex(T;) | Vi),-————--- @
Vier = Ex(Ex(T) | R),---------

Ex(X): 3DES Algorithm,
Voo Secret 64-bit seed
T:: TimeStamp,

K Random Key

4.2 MEHSHE

X
ol
r]o
r_&

FolN snlEAES 947

A dEeles MAAEHISE 58 AHEA
AZYA Y} AntEFIE ) A A B &}

I ES

B35S g MY A DAdAY
7 AE AEE FYAT
1) 939 Aoy 83E §3
of ABtEFIEAA ALSHE FHYG
A olE %' ’%WEP‘— {47
(Sek), ME(MAC)E a3t Zth
Z70210000000
RNC | 00 43 £ 23 79 59, 43, aa
DKc ba, 7b, 34, al, 38 ae 6b, 73 14,
H, ed a9 aa cf & c7
Sek 85, 84 4D, 1D, BB, CC &4, 4C,
8B, 7D, 57, ED, 33 4, F5, OF
Seedl | 30 30 30, 30, 30, 34, 33 3%
Seed? | 30 34 32 31, 36, 32, 37, 33
Seed3 | 73 6b, 33 32 31, 36, 32, H
Seedd | 6b, 79, 39 30, 01, 34 38 33
MAC | &9 05 FD, A3

2) 2FIEFIECA AXE FHE AL
A% ST IR (AR 7D M

58 A9 Faol AAAHz
A=} o A$sE FE RN

MAC, seed 1,234 °]th
3 AnEFIEERE HFE FEY A,
LAY A E AvtEFIEG O
FP3st7] gt AR

o=
A5
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(MAC)E Agsy AAd=HE AR
L oed 2n
MKs 17, D7, 94 AZ, 10, 60, EU, DE,
55, El, 33 E8 4E 1D, 74 90
DK 6a, 7b, 34 al 38 ae 6b 73 4
M, e a9 aa, cf 89 c7
Sek’ &8, 84, 4D 1D BB CC 84 4C
8B 7D 57 ED 33 42 F5 OF
MAC" | 89 05 FD, A3

4) 2utEFIES gk Q15F dAAY
of ulg AnfEFIES]
At dAMM A= A2l M
(MAC1)& A3t ol AMS-E=
z45134 4§}ﬂsql:£l 1tﬂ£l E}SL;4
zZoh A8 AB(RNs, MAC 1)=&

Z g 2nEJIEE AS

SEOES

(o o
o

30 4a, al, d4 c9
4a,

G 4 % 5
RNS | 43 % 5 %0 42, al dd
Sek] 9C DC 17 8, Cl, 99 4C Al
89 C9 7F. Bl, 42 33 CA, FD
MACT | 8D, 89 1A 17

5) AAANZRE A48 Hud W
AR AT RIS
a7 1% AAAE(MAC 1) 4
He olw AEEE Hu 44
gE HE(MAC 1)E 083 2o,

A E AT

Sek]’ 9C. DC. 17, 8, C1, 99, 4C. Al
89, C9. 7F, Bl, 42, 35 CA, FD
MAC 1" | 8D 89 1A 17

6) dAXMMERE HdFd
D3 2ntEFIECA Ad8 AT
(MAC 1N& HXstd 43 3
A

compare MAC 1 = MAC I’

4.3 HE|M2 =AY

LEgAd A AmfEFI=C] Ot
AZAl FaEE £33 (sequential) HF
Hol old FA] TS s ALl

fete] HE|ZEA AT O] old HEX
8 = (multi-thread) ®21-& A L300
2H T golHeeEE 7Y g Roje
POSIX(Portable Operating System Inter-
face) 9] pthread ) FFE AM&3td A%
240 Eo]2™ pthread create() & %
stod 2 EF AAAAFE FHE AHE

staltt

intl=1

main()
{

ME dd

pthread_create(B): =

process Al int Blvord= crg)
| =32
| output: process Br
[ ="
: [ cutput:
} }
Main Thread Child Thread
(812 shiM= My



gAgEd: 458 A4

4.4 ASZHZAAA|ZE

(]

T(time): t1 + t2 + t3 = 130ms +
19ms + 10.1ms = 142 ms
T1: 2ntEFEA A AAMY QASA]
ZH(smart card authentication time)
Card : RNG() x 1, E(m) X 2, D(m) X 2
10ms + 30ms X 2 + 30ms X 2 = 130
ms(m=38 bytes)
2 LAAANAM ] ABEFE QIFAITH
(server authentication time)
Server : RNG() x 1, E(m) x 3 D(m) X 2
0.lms +0.36ms X 3+036 X2 =19
ms(m=38 bytes)
t3: dAA AI7E (random number gener-
ation time)
User card: 10 ms

Server: 0.1 ms

(¥ 3> 3-DES Computation Time

2ulEFE 718k thEl Sk

Smart Server
H/W SMt: P 500Mk
Key Size 196 bits 196 bits
Date Size 64 bits 64 bits
%rr}%yptlon 30ms 0.36ms
Decryption
fime 30ms 0.36ms

454 7t

2 odveld ALY FAGFAZA

dslojop e A Axwe) K18 2
ekl

b
A
o
L
e
L
%o
44
e
.
w

441 284
B AL"E ezl #A9 AnE]
o W 2RIt REAHOE A
HY e S5HE7=(multi-SAM
card) 34 e HIZE T3ty A|2F
E&8H W JdolAM o 2 FH
< 7HAA o & 4 U
- HE2YE A4S B¢ ASAHYE
FYFBEA A"l g FEE
£Y F Atk
- 7tEE B3t 239 EE MEAE

A9 Ag & 9

- BE Auzd] gi@ Adee DBel
Aol Assth  wep FepAL
5o Aulzrt 24sE A% Z4E
A7k Fhseth & RE A e
F3o] golsiut,

- BN EE wWAse Ay AT
7]

Qo & A2 BAPAL 5
Batd AoiA Golsteh
- ABHUEY B, AHAANA Y
Fdo] |3tk

442 HA

APtEFFEZNEe] ARA] 2 Al ZF o A
FET, QA AREAR]F Sl
AHEHE & e HYIlFol AutE
7tz A A%ste] Bujsty @2
Bz2A 718 3 712 ol Bk

UAE wATL & + Yon Zue
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Aol E AF% WA 2vtEsE
#8347 9 AF4Hd dg 43
s8] 43U30] oFojAT F ¥
@ 9% Bt 20E JE AY 29

e e 283
© 2viE ste FPYE SAY P
o] oM, AnE slEg AvlE FS
AULZIYY BT FNOE Qs o
oY 1UAe RY F Yk E
FANE $HE WY TE 20E JC
Ael Zzagel ¥R AvE ASE
F4ARE AAZY Az LA
A7t A Acsh LAANOE Y F
Astel B 2 2nlE A= N Zzd
Aol Y glo] LnlE ATe] AL
Q2SI 2RE AT A Aeld] )
oo 7194¢ HAT 4 At EE 2
Zo] olH B W Ve ASA
A7t obd ZRiEAEALG A @ 1%
%S $98 F AZF0] oIFolA ALg
A7k AHEAE Aot ZekEgse) o)
# A%Ze) 24H0 T FHs ojn 2u
EtEe] BE AZ% WA AFMu
g AZel A FAAD2N e
A2 Foo] & HAHG HET 4

At

to

L

Z

O:

Q A3 Auz

2

ofl of
S

1o

sedl QoM 7hy

a
©
THHT A= AER
)
=

WeoofN {1 X2
ko mn rfr

Tl

o

-0,

2,

)

& AFAIE +3
3l7] 98 AYUYFOEA ol F3ld
Moo HAEAE AL
QAo A o] APLEFEE o] &3 AL

AzAuzel QoiMe FADEAFE

(o]

A tEAZL ATy Yt o=
Al EAFE FEAHCE sy e
ThEH Y71 HE (multi-SAM  card) %4
oMo AgHE A7) Yt HER
H971HE BEstd AZEYoFHE
2AZE A28tk ol st Aw)
EZIE AMEARSE AUEFIE A o] tid
AFE At AFHAUFTE AT
ol TEHALH 7 AT TAEE AME
se HE719 84S dstd J1E9 &
ks FEol Y& TAAHAYUF ] ohd
TF&o] Lolgt A B JAFHAUFTE
Atstgtt. B =woA Age AT
ZAZAAYUEY BAAE s 9
3te] DES/ 3DESE A¥3ke AHlg, A A4
Y AFEFE JHIe g ARAEA LY
AN AFHAUFTS FIAH, FF
e M 7= ZHE(Open Card
Platform)®! #he}7t=(Java Card)(Java
Card Technology 2001)& A=lg AFAE
ol gjgk A+7F L7ETh
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