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ABSTRACT

This study was conducted on the observation that the filter bubble and privacy violation problems
are related to the personalized services provided by libraries. This study discussed whether there
is the possibility for invasion of privacy when libraries provide services utilizing state—of—the—art
technology, such as location—based services, context aware services, RFID—based services, Cloud
Services, and book recommendation services. In addition, this study discussed the following three
aspects: whether or not users give up their right to privacy when they provide personal information
for online services, whether or not there are discussions about users' privacy in domestic libraries,
and what kind of risks the filter bubble problem can cause library users and what are possible
solutions. This study represents early—stage research on library privacy in Korea, and can be used
as basic data for privacy research.
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ol9] FHE MAFRE &85 AsjAlel= Flol WoH, 11 5 7P olf7t B A2 2ol
A7) @7 Arht AT JIRIPRE AFHEA33) 2 2] ol FEE &gl AKY
85 afgh Ab 3 F2o] S 1% ke AR RS A e Al E36) & AR
BEZE AFEY SRS FHE AP EE 34 E3E 5 dvhe AR Eeia gl
Gavison> Zeto]HAIZE AAA = e AR 2202 7191e] 27| ARlell thak JRE FAS

oo gk FAR T S, JHRle] ApAel| i FHe] Wel, dElshe W, Al =
& 9lofof gk Aol E“ﬂ Z270 JHRlel thgk wiers] Htolt) & & Absell tigk BE 7t
T2 AbgrollAl el e old o= fle Zdelol™, 712 (confidentiality), 2™ (anonymity), 4
2 (isolation) & 7o =2 859 + Uk Yok

rr A
~N
b
ol
:V\'L
jirs)
-
o I

[
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&

28) B. Brunk, Exoinformation & Interface Design, Bulletin of the American Society for Information Science and
Technology, Vol.27, No.(2001). <http://www.asis.org/Bulletin/ Aug-01/brunk html) [cited 2012. 6. 12].
29) S. Warren and L. Brandeis, “The right to privacy,” Harvard Law Review, No.4(1890), pp. 193-220.
30) ALA, “Privacy Resources for Librarians, Library Users, and Families,” 2012,
<http://www.ala.org/offices/oif /ifissues/issuesrelatedlinks/privacyresources) [cited 2012. 8.11.
31) 3<d, "dEd 7“‘Ur AABEAZ1AARA,” FH3rAF, A104, A22(2009), pp. 57-186.
32) ABAM E974, "EGFALE AN MNAHEETE $18 G A o] A" ARS8 =84, A4
A, A25.(2008), pp.171 179.
) http://www.readwriteweb.com/archives/googles__second__transparency_ report us_ info_ request.php
) http://gawker.com/5637234/
35) http://www.wired.com/threatlevel/2010/01/operation-aurora/
) http://online . wsj.com/article/SB10001424052748704648604575620750998072986.html
) R. Gavison, "Privacy and the limits of law,” Yale Law Journal, No.89(1980), pp.421-471.
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MAstE M| 2~7F H el g@eho 24 vt JEHE] 7l o] X<l 2000 ) Zytel] ZE
HEH AR 7id o] ol ro]de] sl thel =97t FAg Bt e o =2 ==
AZ Hw A HEkE doltt Exoinformation’ = 045 L& o450l -2 Huye ARE 93
t}38) Brunks A0l Ew o] S sole] AHEMEE ] AW A YANE (informational byproduct),
TE AR 7|2 28 D HFGo] 7Pset AARA kol A ‘ﬂ“%‘??_ 45 Y, 713F 52 dvske
dloE| 9] FAakzolgt shlth Al zm o]l AbgrEe] YIS s B FolAFdl, €A

0}— 7 Bt AEE] ZAERE FAHY Utk S AR o] F, 7F AR 9

ol
Brunk= °"’\°1’*Uﬂ 149 913E S48 472 F e 54S tHl 7HE AAET O &
9] (Granularity) ©] A& dA1xm o)) QA= she] 7] dEE JRE AA FAE g
ot @ A& (Persistence) & ARl Ho] o] duht Q35 A2 o e AE=E ol sle
2o} A A A F@ALe] AN, FHE Aa x| o] o] duh} QA Fe F-E3 £
o7 A S & et AAFT @ Wk(Frequency) & daglEw| o)) FENEE <
mgiey, ZA) A dEAre] AelA HEE F g AEHE BlEolth 5419 g
A L3 ATk FE T st AR EE HA 2E0] oW HolAE HEdEAE G A
ohe T dAS B Aol 3tk @ d2elEro)|Ae] AJ7HA Ay AHEE 542 A
(sensitivity) &, 54 21 xmo|d oIES Hsk=t] 23 MEY 7|17k njgth 4F
g 717k A (HEE, 2 ® 9YFE A AL 4 F g 5ol 2 Stk @ 7
(Valuation) = JE7} o &2l Al vt F831a7 718k ZR17to|th. dl& Sol4] of| AFe] o]
Folut oY F49] =E2 SR g RS} 2 HR] kEHT E shuA ThE Aot
Al EZrold FEL W53} 71E7 S 2O R o] Rtk & 4= 9, o] EA}E0] A}
k= AEF Ol AE AT o o] &A1 QIA A FaHE Folde 9] FakEo] A alxro]Ad

o e 593 vk S 9ok Bunks o2 ZefelMAE Falshul AHGE 7|4 E o
A ZejolHAlE HESH=E AR £ ok ek

2. BHHE9 JHEn EMF

1) ZEHE] A4
ZEH E(filter bubble) > AFEE©] QJEle B4 | AltEvit O BNZAE HoFe

38) Brunk, op. cit. p.l.
39) Brunk, op. cit., p.l.
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AL Wah PAATH BASHE Aol R k(& vhIE 2 Folshe AL %9 A, ©
7k BASE, Fe AL Ul AL AATY B)ol mel, g4l 8122 nel, AF7H 2
BAol g Sl2Eo] we) BeRich LA BUS 24 719 Beyptol o, @ Ale
o] Alglel] IE AR EE Y] BEL, ThE A olUES jgAn] ta 55
A% Q7 H o]tk

3] SIEIl Ayl o)A BEL 7] J 2 RS SRS PE e EL O EA, A

o
A n
&

A, PageRank 272122 0|43 919 AA72 3obe /MO 3 4] slold] 9] A0S s}
B o)t 0§45 3 ME W FAYRE BEHT EA, o184 Tl RS URL, AR

o) P B, AR kA, £, 37 olel] Sl el AL A2 ol ol
& Thpe AuEo] 729 BHAAH|Z0) B Folx Y= Aotk

2) BejuiRe] 244

e B AR|2e) BARES ARG AR} 90, Pariser’s 201199] TED Q840 oA
LEHES P A Behe UR AT 5 RS v ARA 4] Algoln web]
JEAOE BAH A APEL T IE9] 932 7] 9la) ek Zelrk 19
ofi= ' 0|2l N] BFO A ] AES] Fo] BT AANAHE Flo]ek o] Pariserh
o] ANFENH ] A o gol 2YP7) wolth

AT 217 BE Ags W AL AL QAT L A B3, AAH B
(worldview) & 224 341, 744 71818 7bdok Stk Jeiv BEu L olejdt /|38 BH YL
Eo 9AHOE Basl W 5 olek HIE oS oW E HAE glo] AWZ AFaoF sz AP
oA Exe] B A BTk EAHS 01§ AAHle] 270 whe RER AHI2E AT
913 S, 7)ol SlEHA ke S1zel e AATE BAY 5 m 2 Yeu Boleh=
Edlol] Ael7l fek BEWES Folslof i & UE o fE gads 2 gAslE} £
I, FHE ARES TR DY 5 ] mEelnt

il

3. ZEH = X U

Eli Parisere= ZEIBE(filter bubble) ©]2h= £o1& HEx=2 A3 Algtolw], 19 *A] "The
Filter Bubble: What the Internet Is Hiding from You' ¢llA4] o] 7ol tisiA 71&sta o) &gt

40) Eli Pariser, The Filter Bubble: What the Internet Is Hiding from You(New York: The Penguin Press, 2011),
pp.1-3.
41) http://www .ted.com/talks/elipariser _beware_ online_ filter _bubbles.html
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19 ERIE FAA FH HEA 2 HAsEA g2 de ' T e
10704 s 28k glom B o] BekeA dAE wHre A3 3

AlsteH Burn your cookies). 3]A7L o &AFE0] WHEdH & AO|EE FA 38k 7
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-
N
i
iz

A A 39 St 710l 18 AR AES MRS, 1 AlolEE o844
AFE Q= HolEE sl A4ty T Al ESo] oleid HolHE AMgalA ol &4}
GO B 7S WS Heby WHNBEA 2 ol 1S Adtie, 47 H0% 7]
£ ARjsiop g

©
I
rr
©
ob
>
©

2) ) 3]2E2E AHAIsEH Erase your web history). § s]2Eg]ol 7]|5H A}
=

2 7 Uk =20 AREkE "BAAME A QF 7|17 S48 4 sl aEE V)t

data private). THE olH AR T Ho] A8 I ko] i1 HlolElE A8kl Utk #He]
25 SAE 7RI HolHE FshE Al
g TEA eE SA) 7 2 S ek wheEbA sjo] A5 S|AtellA] AUl R o] 8} x}ile] ¥t
A W72 AR oW Ak FIHsHA wekal wefok gtk J1E] o] A& AAS uhre] A<l
AHE7} fEHA E=F sof it

4) ALl gt ARE =AHIt's your birthday, and you can hide it if you want to).
Experian, Acxiom, and Rapleaf¢} 722 711 vl 3rE9] 71 & B4 AFES 413
W= Aoltt. o] wj 717 18 Wi Al o] Foll AL tiHIAT]= Zojtt, webA] so] A& 22
oM AAYd FHE 251, 2791 0] FOE B9 An-S AMESE RS A8l of itk

5 Bl F1E Ry, 287 2YUAE wuA SR Turn off targeted ads, and tell the
stalking sneakers to buzz off). F8& FAIAE2 WA 7] FA HAFE= s AT F A=
5 312 7] wEel, HekeAdA FarEe] AlgEA ¥rE A4S vk & dth

6) HE2YA #HESENGo incognito). WS HAl BEAES AH Bebe-A (private
browsing) B+ A28 (incognito) EEE AlF-ste] S|AEZEHT 715E sl AL F71E <7
AHAESRE G5 o AAEHAY), 2ol dlo]| 2R3} 222 Al|ES] BTE AAT F AUk
5 gt S 2389 B2 3Aeo] F1E ol &% JiRlIstE M-S HolFEH, ol o841
Hireel e HolHE &3t o]ttt v AE B AIES AlFdith

7) O viA Al i oE Bl AE o]-8312HOr better yet, go anonymous). Torproject.org
o1} Anonymizer.com 2 APOlE= 159 AW E B84 BEle-A S o] &3 o] &7t AT
T (incognito mode) ZdellA st 2 A|IT1d-S aHH 02 A ASHA et

8) B} = 7)e13ketA] ek Depersonalize your browser), 7|12 1137, A|AE]l FEof| ¢lOH,
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EE[
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o] &AMt FHIAIE dobd g Qe WS Qlth TR EE 913 BE A2 oA e Y

T35 Lohfi7] 913k Zlo|t). Electronic Frontier Foundation(EFF)l“: o]-§2t AFH o] Irht
FLTAE A AT 152 A3H s EYTa] 45F 5] 913 2 A Al

9) ol-&7te] e & B FAlshE F=olut Hoj &l A wslek(Tell Google and Facebook to
make it easier to see and control your filters). ©] 3JAREE o]k 7RI He] HEsty DHE
24T 5 Qe B AT AARE F-83HA Kt dAYoIEL o] §A1E0] o] Al tial
A HE AR etk gt ey 28R gdve e gEFoiof gtk
10) <13]ell @a}2H(Tell Congress you care). 7N BRI 2AAA U gl o8] A FAA=
A NOA Ferhal o3]o)] et vk 2yt oS- JEHE] vl A7

2o A7} o]
s G3lo] Zajof gt

23tk

i

rir

T2 B9 st/ gAEAE ATsle 7se Ak e ATAT Ik &
A ] de] HES 18] FEoRA o)) gAs| 2k B gAANE HiYshs Als
e Ak 22 AFRES o] 71se] BHHES T s driu B2 o]&A7t
o] 715l thaiA 3L JEA = oeoltt L= ofs] 22 AAE AlFeh=rl oA AR
ojuf GRS} 22 JHAYRE o]E3taL AUtk

ool AR 3

SIAREE ZefolHA] ARE S dethe WELR IS Farstal ]

%= St} DuckDuckGo= BAAHe] Als A8 5 Qs BebeA AE, AFEAE, B2 Aol
E AH, otE 7hd whebis FasAlelA @AR = AREARe] IAREL) ﬁwm Hf?j c
AZEAREARE] A AFEE & 5 A Shs ALSdE AAol) ol thet FEiWEEA @
E AT AL FYSL AThAS) G| ‘Start Page'® ©1&AHe] [PFAL o) &-atel] At 0118 tﬂ
olele] $R 44 o, Aol 7HE A1 A elxlol)
AAG Sloflel= ZelHAE HeleiAl e dAdxlolzhs s

Green Forbesell M ol &27t HEIME5A] & vt #AdS& & 28t
SR AEIL e ARl eEE 5 Qs ALEoY ZRAASS
ohE Aol fele ARAS AR SAlSH] Reles & B8} 3

329 SAFAREEN} S0 BE L BAAZ FASA FES & B2} ko Ak

ot

42) http://www.wired.com/business/2012/01/google-filter-bubble/

43) Julia Angwin and Tom Mcginty, Sites Feed Personal Details To New Tracking Industry,
<http://online.wsj.com/article/SB10001424052748703977004575393173432219064.html> [cited 2012. 6. 101.

44) Scism Leslie and Mark Maremont, Insurers Test Data Profiles to Identify Risky Clients,
<http://online.wsj.com/article/SB10001424052748704648604575620750998072986.html> [cited 2012. 6. 25].

45) https://duckduckgo.com/privacy.html

46) Green Holly, Breaking Out of Your Internet Filter Bubble,
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o] Zg|A o)A ‘3%01 7HHLQ5’_ Ack olH T EFE AR OEAN X O wE SEE AH|A
WS AU, A e FALE BEA otk HH, FoET Y dHYHA 3> ANAHE
< F Athe= Aotk 1 9] Azt BAIE (Electronic Privacy Information Center) &
ZEOHAIRS ET-E TARBIA 7 &7 24 543 7 1 552 Algstal Jon, sk,
Wosh v HSE oY B 9 zetolA HIMLEH 3 16718 15 2% &3t 3
5}48) \:;\1401];\ = ]Eﬁf} SETES —E.—Hé}O% HA o QHHET-E TAH F5rEol AAgh= A

HEe /‘131’\4 SF7t =m, o] w) ARX7F A g At o] 84t
6] 7455]]0]: 3} 74 o= EO 1;1r

nN‘
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s
>
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).4
2,
W
X

R
_‘:1,
R
m
r>~
ofN

4. TEi0|HAl By U B

ANGHAsNS BAR W3k WS ofe] ol LFE 5 YAT B AN QAT Al
WA S Qe mejolnA] Aaoh s MARe] el x T e AFS A S mejolwa
DAL A ZeolHAE RES 4 Ak 2AF ATan AoH, AAGRA|AAAE 7]

m= AT A A42(U.S. Const. amend. IV) = “A1A| (persons), A, 41 ¥ £7] (effects)”
ol B3|t 4 A SRR BHowks AeE Akl Atk ZLeut Ailo] Al 3Rkl Al A1
£ AFAY Al 327 FH AR, AR S5 AT FEPE, FIHG 7S],
JNEY o] 827} AU R 2AI FAAN (ISP) Al Alg-ak /HJAPE 52 A2 F5-2 AAE A
T A0E o] 23O AgS WA FErhal sAThY)

<http://www.forbes.com/sites/work-in-progress/2011/08/29/breaking -out-of -your -internet -filter-bubble/)
[cited 2012. 7.23]. p.2.

47) @714, " ZgolwA] FEHE 2 A0 AlE B FeEdE A12845.(2009), pp.13-20.

48) Electronic Privacy Information Center, Investigations of Google Street View,
<http://epic.org/privacy/streetview/).

49) 33, AAA, pp. 184-185,
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2) PRSI L o HAPY

n)= A AR Al Z o] A (Electronic Communications Privacy Act) €] #1273 “ 4745413
=21 (Stored Communication Act)"2 g glo] AE 5 A= = volHd FLstAu
FAsHE P9 2 AN Heolddl HTstAY Fadshes e SRS vk 13 $HS
AR710] Y] G WS Aol vk HAHS A H| 2] F AR Al 4 B AAFEAIS W
B0 ZA HAFEAIA 2" 180Y o] 7|7k FoF ﬁz}ﬁﬂi A% AS AFstes 978
T oH, 1800l 23 717 St AFE ARE 275 flalMe s TR, FA4A
274 % (subpoena) & -1 1“]’\7P?J?<}°ﬂ7ﬂ ol& FAIAYU B FH §2703(d) 7F A8t
599 % (court order) & WAL AR A7 A o] F FASHE X E stodof dh= A

3) E/\]H]u] 5 H]ZJ]

Selute] AL T ARE(Re) 357h WA ole e Ash- WAL - 5

BAHZ . BARE - BAEE 53 o] 441 A - B4 R JlEke) AR WA ofstel
= oé‘

E 259 &% B4 $E EE QAL FASAL S5 22 TR T FFORA, ¢

ol

off 1 oX

AsAY FAlskE" Avts et eR Sl Slvk

4) 71 R A1 274

IHJARBAZAAZAL Al A5k FRIE AA 7oA o= M7kA] LA L T o] & 5=
5 & RIAE T ARFATE 228 24T 5 e e 5 FEFAVF AJAYE ] I3]0 &
of #ate] 228 AR 4 e A (AA 2005.5.26. A3 99 mi513, A Al 178 A1, 682
)& Tole, A7 R EAd, A7) Rl th A, A BAZE, AP EEAE T2
Z YT ATAP0 L A7) A6l the EE Hewy] fjste] I ARE AeHoR AAsy
W = e A7 AR WS Are] Fag el H3 glom, 58] Alg 3 o] el
BE7F A A thdel HaL AW 2919] oA 9F ALl AR SEHT e
FgolM T8 F2AE AL AL sk3ivk

4.2 38 9 w A7) QAR R S A A

o

-

HA o7 o] AAFEE TS HIZT 57PE2 TR R B Zefo|uAlE Hoske A
S 2 3k girk Iy A MBIAE Algehs AEUAR 28] AR BTG A=

)

J&

50) AEA, AHTAE(AME: 9gAL, 2008), p.5d6.
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RO ACA, AENE, o EASE, BAA, AAGANE, LA, AAE, EA WE
Seo) 2 Auge] #H Atk

AR o8 A5 AVHRE HNARR £HEA D o] GBA N TAG BINAA AL

(z
}-ﬂ

He

off rir mx r
Loy
>>J

=
ro rir
oX

.-
5

51) http://www.ddaily.co.kr/news/news__view.php?uid =86994
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3, o1 87) AR Bl glol B WIS Zste] 0§ AHHOZ ol gke] AN,
o3l A Fmtha kL QoL 1) 0§15 0] Abdel Fohel FeI% A%, 2) Welel
o AT, Ak B 02 Weol el ks el whek FA| B 277 Gl 4G

[e}
hE = 922 BT Aok T AEY ELAAE BF} ol%h fAKE AL 7
o
=

H B o, (i

A== oA, L 717 ojdelgte Blle] BHE st AYAES sidlh =4, 3 e
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EATEE MR QR AT 5 UES Sk o) 8199 EAE7IS0] Acle] ALY,

HE 7R ES e T2 MR ESE AS vdT Zolth AA, =g o] 395 w1

A= olF AR, B sRts F718H =S st BT BAA iRl Fau FUsEHS)

LEHA BES S, 2] B L ZERIYY] AT FA FRITEUS G} 2 W /i

: Festo], drd o= 3 B F el v

s 7171 AAE SAE e, AP AAE AR BUHY 75EAE fll=S &t

Atk ole F7RIANYE] AvZH FAE WP Zlolth ALAAAE mAdZeto|uA] FAl
N g Qe Thol =l AN FAlOl 2

ZetolwfA] o] Eofeljof & W&ol tiek A Ax

IV. o]gAlakEdi An) 29l Az =alo|wA] Hsl7FA]

U =X TS A B =ABEC] EAT lellA A =2E T QY Zakol
Al Fafi Aol el alaslof sh= Aol Aal 9l

n=e] A9 EAAS 7150l ARSI A 913 ZAAEE SEHEA EXHE o] 8AE9
MAAR GEEA ) s 28H7] AZATY & 5 2tk 199099 Decatur Texas XAl o
goto]7} M AL 02 A7 33 3 At Y S 24k AEE A EAT
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52) ALA, op. cit, p.l.
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4 EMGES FHY 5 Jde ZZ IR JfPeey, nE=BE3) (American Library
Association, ALA)= ]9 gelate] FRIZ} o] ZR2 IS T T Ax|8 4 gIEE slt) o]F
437N Fll A =AM o] 8AE B shs HE TYSIATEN) o] 8te] /AR E HTdof dl=

A4} X0k B Z7he] HekS A Ak dh= Yol EXATELS ofm Wil AgkS Hsjok ah=vt

l‘ll‘

o] =33 =4 FH( Madison Public Library) &) ©]-8-&F Zato|wA]el] gk 712 )= 9114 #H
o]% 7§ USA Patriot Act(HR-3162) wl&-oll A2t Ack5d) o] o] = oAl oA 2
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o |

= Hugo] Ik o] FFEABS o) gAe] EABo]
gl U@ H1D 5 0 8A) ZelolnAE XAk & A3t F7HLIRA Alelolq 2EL F
2 oIk webd] o EATS EAN S5, A, FAE AHQgRel AT F A A
Adto] 9= 250) Aoz ABeOR, dAEede] AR 2Ho] U A WA AE

or, 7i7He] AAGE &) e /HEsiit

2.

HEFA7E] WAL 2 Aol M A gdle AMu2rt s} H3 1Y, 7ol web e o]
SAEY NI EE A SEFeEHN ol gAEA HA st MHIAE AT 5 7 Hrk
ol2igt FAeA =AM HAGEE AT o = 4R 2 AR, T NP R e
of thaiA ZheksiAl w=els Biat gt

1) ehgmaful
L 7|9 2EA] MHA S AR AE S 3 ’\1‘14(3%‘: EgA])ol| 24l €]
AEE HEEE AAloA HdE ASE the: B 34 ARE TRt Ak o]t
AL AR WodE S| ST wh, /\]"%1}594 Eﬁ]ro]‘ﬂ"] Z"SH TAE oF7IAZ
At} o] A4 2EZA] ABA AlFAte] ot HlolH EiEntoh el ARgAlE] QA WA
F 5= )tk Henn< Defcon and Black Hat conferencesol Al 73 “vre] A tix|dele] 27} 3la] 5]
Ak T A SFEAME 2 RS AT 18 FIAR S SR E AAEHAL,
ESEYEE AFAPET FAodl H dEledl AREHASH, ofFotoltE iPhone, iPad,
MacBook®] Ho|H& AHAleh=d] ARSI e S0 BE YA olHE AUt §

) gt
r_ln:

i)

53) Carrie Gardner, “FACT or FICTION: PRIVACY IN AMERICAN LIBRARIES,” presented at CFP 2002, the
12th Conference on Computers Freedom & Privacy,
<http://www.cfp2002.0rg/proceedings/proceedings/gardner. pdf) [cited 2012. 7. 231, pp.1-5.

54) Madison Public Library, Confidentiality of Library Records, 2004.
<http://www.madisonpubliclibrary.org/policies/confidentiality-library-recordsy [Cited 2012, 07.29].
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o} B oplEd] @ EH AR Al SARE F skl Fwd JRIF EHAThE A5 o)t
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